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Abstract

The aim of this work is to give a formal foundation
to the notion of role-based access control through the
introduction of a new model and the formal
specification of its semantics.

The proposed model takes into account all the
main topics currently under discussion in this area,
including constraints and separation of duties.
Moreover, it is suitable both for conceptual design
purpose and direct implementation within real systems.

1. Introduction

Role-based access control is probably the most
interesting and promising technique recently proposed
for design and implementation of modern system
security policies. It is based on the common practice in
organisations of assigning duties and responsibility to
the employees on the basis of their role within the
organisation itself.

In the last few years, this fact has assumed a great
importance for the research that has been conducted in
the computer security area. Much work has been done
in the definition and implementation of models for
role-based access control. In this way the computer
system security policy resembles much more the
corporate security policy and all the other higher-level
security policies by which it depends on.

Reducing the divergence between these policies
causes an increase in security comprehensibility and
manageability for the entire organisation, that is an
improvement of the global degree of security.
Moreover, enforcing a security policy through role-
based access controls permits to achieve particular
security objectives, such as least privilege and
separation of duty, that are considered as very
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interesting for commercial and civilian government
organisations [CLA87, FER95].

Thus, the objective of the past and present research
is to define practical models for role-based access
control that allows user behaviour within a computer
system to be related to his or her duties and
responsibility within the organisation.

For example, such models have been developed
for relational databases [BAL90], object-oriented
databases [HU93, HU94, NYA93, RAB91, TIN92], and
secure on-line transaction processing systems [SMI94].

Recently, [SAN95] has proposed a framework that
provides a systematic approach to understand role-
based access control, and to categorise its
implementation in different systems. Within this
framework, two fundamental aspects of role-based
access control models are highlighted, namely role
hierarchies and constraints.

In the model proposed by [GIU95a], the focus is
essentially on separation of duties, providing a way to
express implicit mutual exclusion constraints for roles
within the role hierarchy. However, such model does
not enable to specify different kinds of application-
specific constraints.

This work describes a new model for role-based
access control that addresses such problem, providing
capabilities to include generic constraints in the design
of role-based security system policies.

Section 2 introduces the concepts that will be used
in the rest of the paper, using the model proposed by
[BAL90] and the model proposed by [GIU95a] as
starting points. Section 3 extends the latter, in order to
permit the specification of constraints on roles. Section
4 provides a formal semantics for the fundamental
concept of selection, introduced in the previous
sections. Section 5 discusses some useful properties that
can be used in real implementations in order to simplify
the selection process. Finally, we present our
conclusions in section 7.



2. Basic Models

This section provides the basic concepts for role-
based access control using the models presented in
[BAL90] and [GIU95a] as groundwork. Before
discussing the models proposed in such works, we
introduce some definitions that will be used in the rest
of this paper.

A privilege is the right to perform some operation.
Privileges are often partitioned in object privileges and
system privileges. An object privilege is the right to
perform a specific operation on a particular object. For
example, object privileges on a database table include
the ability to SELECT, INSERT, UPDATE, and
DELETE data from that table. A system privilege is the
right to perform a specific operation in the system. For
example, system privileges on a database include the
ability to create database user names (CREATE USER),
tables (CREATE TABLE), and so on.

We do not define a particular syntax for privileges,
as this is strictly related to the specific system
considered. The syntax defined for the remaining
concepts, introduced in the rest of this document, is
fairly general and does not make assumptions about the
underlying system.

A protection domain is the set of privileges which
identifies the set of all operations that could be
performed by a subject at a given time:

{privy, ..., priv,}

The protection domain that controls the user
behaviour during a particular session is the active
protection domain.

2.1 NPD Model

According to [BAL90], a role is defined by the
concept of named protection domain (NPD). In this
model, a role is an explicit (i.e. named) representation
of a collection of privileges which are defined and used
by system administrators and users. A role can be
defined by including privileges or other roles. The role
definition is represented by the following syntax:

r =role(privy, ..., priv, ri, ..., I'n)

In the above expression, r represents the name
assigned to the new role, privy, ..., priv, are the direct
privileges of role (i.e., privileges directly assigned to r),
and ry, ..., 7. are the names of the direct subroles of r.
Direct privileges and/or direct subroles can eventually
be absent from a role definition. The subroles of r are
constituted by r and the subroles of its direct subroles.
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With respect to the above definitions, the
protection domain corresponding to a role r is
composed by its direct privileges and the privileges of
its subroles.

Loops are not allowed in the definition of roles.
This means that the (finite) set of roles within a system
has a hierarchical structure, where the bottom part
consist of the roles having no subroles.

A role can be activated, triggering the activation of
the corresponding protection domain. Generally, roles
can be assigned to users that can activate such roles and
their subroles. For example, the Oracle DBMS
[ORA92] implements the NPD model according to this
policy. However, different policies for the assignment
and the activation of roles can be adopted. For example,
a role could be assigned to a transaction in order to
restrict the user access to some information (i.e., the
activation of a specific protection domain) only when
he or she is performing a particular operation.

A graphical representation of role definitions may
be obtained using a graph (which is called privilege
graph) where the nodes represent users, roles, and
privileges, and the edges represent the assignment of
privileges and roles to other roles and users.

An example of privilege graph is shown in
figure 1. This example represents a corporation where
there are basic clerks that perform simple routine
operations, and clerks that perform all the operations of
basic clerks and, eventually, handle payable or
receivable accounts. Moreover, clerks cannot handle
both payable or receivable accounts at the same time.
The same situation will be considered in other examples
that will be shown in the rest of this paper.

2.2 NSPD Model

An alternative definition for role has been
proposed in [GIU95a]. The main advantage of this
model, if compared to the NPD model, is that it permits
to represent situations related to the enforcement
of separation of duty requirements in a more
straightforward and natural way.

In the proposed model, a role is defined as a
named set of protection domains (NSPD). A set of
protection domains specifies a collection of possible
sets of privileges that control the user behaviour within
the system:

{{privityees Privichseee, {PFiVatyee, privg}} = {Pd,..., Pdu}

At a given time, only one of these protection
domains can be the active protection domain. While in
the NPD model a role activation causes the activation of
the corresponding protection domain, in the case of the
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Figure 1. Example of NPDs

NSPD model it is necessary to select one of the
protection domains associated to a role. How this
selection is performed will be explained later in this
section.

Starting from this definition, the NSPD model
defines a language for the specification of roles. More
precisely, the language defines two structures for the
specification of sets of protection domains:

e the and-role, that is a set of privileges and roles
simultaneously used:

r = [optional] and(privi, ..., priv., r, ..., )

e the or-role, that is a set of mutually exclusive roles

(only one role among ri, ..., r, can be used):

r = [optional] or(r, ..., 1)

If the optional identifier is specified, it declares an
optional role, that is a role containing an empty
protection domain. This means that users have the
choice whether or not to activate that role.

As in the NPD model case, it is possible to define
a graphical representation for the NSPD model through
a privilege graph. An example is shown in figure 2.

This example represents the same situation modelled in
figure 1.

138

It is required that an or-role contains only other
roles in order to allow the selection of the active
protection domain through the name of the
corresponding role. The remaining part of this section
describe the syntax defined for this purpose.

A selection is specified with the following syntax:

risr,

where r is an or-role and r, is one of the direct subroles
that appear in the specification of r.

In the case of multipie nested or-roles, a selection
must be specified for all the or-roles involved by
successive selections. If there is some role that has not a
selection, then the specified selections identify a set of
protection domains. The interesting selections are those
that identify a single protection domain, that is the
enabled protection domain for a particular user session.

Moreover, in the case of use of an optional role
(either or-role or and-role) a declaration of use must be
stated through the following use clause:

user
Finally, a multiple selection for a role r consists of

a set of selections and use clauses. The syntax for a
multiple selection is:
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Figure 2. Example of roles as NSPDs

select(r; is sry, ..., I, is 57, use ry, ..., use r,)

where each role in a single selection or use clause is
either r or a subrole of r.

In the privilege graph, a multiple selection for a
role identifies a subgraph of the graph corresponding to
that role.

3. Adding Constraints

One important aspect of modern security policies,
that is not considered in the NSPD model, is the
capability of specifying constraints. Constraints are
used to make some protection domains activatable or
not, depending on external conditions. For example, a
system security policy might allow the activation of a
particular role only from Monday to Friday and/or only
from terminals located in a trusted environment.
Generally, constraints provide more flexibility to the
security system as they allow the control of user
behaviour according to some conditions that can be
verified only at run-time.

Constraints can be of different kinds: temporal
constraints (e.g., a given role can be activated only
during working days), system-dependent constraints
(e.g., the terminal from which a user can log in),
data-dependent constraints (e.g., the result of a database
query), and so on.
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In order to provide the capability of defining
constraints on roles, we define a new model that is an
extension of the NSPD model. It is important to
highlight that, in the model introduced, constraints are
not necessary to achieve separation of duties, which is
already realised by constructs of the NSPD model.

In this section we introduce a new semantic
interpretation for the concept of role and we provide an
extension to the previously introduced syntactic
constructs so that constraints can be easily specified.
Then, we provide formal semantics and properties
related to the new concepts.

A constrained protection domain is a protection
domain with an associated constraint c:

<c, {privi, ..., priv,}>

where ¢ could be considered as a formula of the First
Order Logic. However, implementations could provide
a restricted set of formulas for efficiency reasons. For
example, an implementation within a SQL database
management system could only allow constraints that
are accepted in the WHERE clause of the SELECT
statement.

A constrained protection domain is activatable
only if the corresponding constraint is satisfied. Note
that a hypothetical system implementing constrained
protection domains could adopt different policies



regarding the time at which the constraint is evaluated.
Such issue will be discussed in section 6.

In the new model, a role is defined as a named set
of constrained protection domains (NSCPD). A set of
constrained protection domains specifies a collection of
possible sets of privileges that control the user
behaviour within the system:

{<ci, {privite.., privi}>,...<cs, {pPrivas,..., privy}>} =
{<c1, Pdi>,..., <y, Pd>}

Similarly to the NSPD model, only one of the
constrained protection domains can be active at a given
time. Note that this does not mean that only one of
C1, ..., Cn 18 true. However, the active constrained
protection domain must belong to the set of constrained
protection domains whose corresponding constraint is
true. If there are no satisfied constraints, then the role
cannot be activated.

In order to specify roles based on the NSCPD
model, we must extend the previously defined
specification language to include constraints. The
syntactic constructs are extended so that a role
definition can  eventually include  constraint
specifications for the role itself (role condition) and for
its direct subroles (subrole condition). As far as the
graphical representation is concerned, this means that it
is possible to associate constraints to nodes, (role
conditions) and edges (subrole conditions).

In the NSCPD model, the and-role is a set of
privileges and roles that can be simultaneously used,
provided that the corresponding constraints are
satisfied:

r = [optional] and(priv,, ..., priv,,
ry [when c], ..., r, [when ¢,])
[when c]

In this definition, ¢ is a constraint that must be
satisfied in order to activate r. If ¢ is satisfied, then the
constraints ¢, .., ¢, must be satisfied in order to
activate the corresponding direct subroles.

An or-role is a set of mutually exclusive roles with
an associated constraint:

r = {optional] or(r; [when c{},..., r, [When c¢,])
[when c]

Similarly to the and-role case, ¢ is a constraint that
must be satisfied in order to activate r. If ¢ is satisfied,
then a unique direct subrole r;, such that ¢; is satisfied,
must be activated. If there is no satisfied ¢;, then no
direct subrole is activated.
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The semantic of the optional identifier is the same
as in the NSPD model.

Figure 3 shows an example of privilege graph for
the NSCPD model. This example represents the same
situation modelled in figures 1 and 2, adding the
following restrictions: clerks that must process payable
accounts can perform this task only from a specific
terminal tty1; clerks that must process payable accounts
can perform this task only from terminal tty5; every
clerk can operate only from Monday to Friday.

3.1 Formal Semantics

In this section we provide a formal semantics for
the NSCPD model. More precisely, we define an
interpretation for the syntactic constructs that have been
previously defined. The interpretation is provided by a
function SCPD that associates the appropriate meaning,
corresponding to a set of constrained protection
domains, to a syntactic form.

The SCPD function is differently defined
depending on the role type. If r is a non optional and-
role, SCPD is defined as:

SCPD(r) = {<c, {privy, ..., priv,}>}
® ((c A 1) A SCPD(r))

® ((c A cm) A SCPD(ry))

where the symbol ® represents the SCPD-product
operator, defined as follows:

{<C\\,Pdn>,...,<C\n,den>} ® {<Cz1,Pd2\>,...,<C2m,Pd2m>}
= {<C1i/\Czj,Pd1iUszj>[l SiSn, 1 S}Sm}

U {<Cu A (= A o A=Can), Pdy>|1<i<n)

U {<(=C11 A oo. A=2C1) A Oy, Pdy> | 1 <j < m)

and the symbol A represents the SCPD-and operator,
defined as follows:

cA {<C17 Pd]), ey <Cppy Pdn>} =
{<c Ay, Pdi>, ..., <C A Cay Pd,>}

Informally, the SCPD-product operator generates
the set of all the possible choices for two set of
constrained protection domains that are simultaneously
used, while the SCPD-and operator simply add a
constraint to all the elements contained in a set of
constrained protection domains. Since the SCPD-
product operator is associative (the proof is omitted),
the SCPD function is well-defined.

If r is a non optional or-role, SCPD is defined as:



Accounts_

Payable TTY = tty1

Accounts_
Receivable

Accounts

TODAY IN [MON..FRH] RED

Figure 3. Example of roles as NSCPDs

SCPD(r) =
((c A ) A SCPD(r)) U ... U (¢ A cn) A SCPD(r))

The optional roles are treated adding <T, {}> to
the set of constrained protection domains that results
considering the role as non optional, where T denotes
the logical value “true”.

If r is an optional and-role, SCPD is defined as
follows:

SCPD(r) = {<T, {}>}
U ({<e, {privy, ..., priv,}>}
® ((c A 1) A SCPD(r))

® ((c A cw) A SCPD(r)))

If r is an optional or-role, SCPD is defined as
follows:

SCPD(r) = {<T, {}>}
U ((c A c1) ASCPD(ry))

u ((¢c A cm) A SCPD(r))

3.2 Definitions

In this section we introduce some definitions that
are useful to highlight some properties of roles in the
NSCPD model.

In the subsequent definitions we consider a generic
or-role r of the following form:

r = [optional] or(r, [when c],..., 7 [when c,])
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[when c]

An or-role r is complete if the following
expression is always true:
C1V..VCy

The above definition means that, at a given time,
there is at least one activatable direct subrole for r.

An or-role r is self-specified if the following
expression is always true:

Vijell,mli#j— (¢— —¢)

The above definition means that, at a given time,
there is at most one direct subrole of r that can be
activated.

An or-role r is auto-specified if it is complete and
self-specified. This property means that, at a given time,
there is one and only one activatable direct subrole for
r, i.e. the underlying system can automatically decide
which subrole must be activated for r.

The above definitions consider all the possible
situations modelled by the logical language used for the
formulas. However, many of these situations could be
useless because some of them could be not interesting
or could be meaningless in a particular environment. In
such case, it is necessary to restrict the target of the
analysis in order to make useful the analysis itself.
Therefore, the following definitions restrict the
evaluation of constraints to a subset of all the possible
situations through the use of a logical formula.



An or-role r is complete with respect to a formula
¢ if the following expression is always true:

P>(c1V..Ven

An or-role r is self-specified with respect to a
formula ¢ if the following expression is always true:

o> NVijel[l,mli#j—(c— )

An or-role r is auto-specified with respect to a
formula @ if it is complete and self-specified with
respect to .

In practical cases, it is more interesting to consider
roles that are auto-specified with respect to a particular
formula, such that it is possible to have role-scheme that
are concise and simple to manage.

4. Selection

Similarly to the NSPD case, the concept of
selection is essential for the NSCPD model in order to
specify which roles must be considered when a given
role is activated, so that an activatable constrained
protection domains can be chosen for activation.

In this section we provide definitions and a formal
semantics for the multiple selection construct. The
syntax used for the NSPD model does not change in the
NSCPD model. In subsections that follow we will
consider a generic multiple selection msel for a role r,
defined as:

select(r, is s7y, ..., I, is s7,, use ry, ..., use ry)
where ri, ..., 1, are or-roles and ry, ..., r, are optional-

roles, according to the definitions given in section 2.2.

4.1 Definitions

In this section we introduce some definitions that
can be used to identify and to reject meaningless
multiple selections. Moreover, these definitions can be
used to simplify a multiple selection for a given role by
using constraints.

Given a role r, a multiple selection msel for r, and
a subrole r’ of r, ¥’ is reachable from r with respect to
msel if one of the following properties apply:

e r=r

° r’ is a direct subrole of a reachable and-role r”;

e 7’ is a direct subrole of a reachable or-role r” and
r’is r’ € msel.
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Furthermore, if r’ is optional then use r’ must belong to
msel.

Informally, the meaning of the above definition is
that there is a path from r to r’ in the subgraph
corresponding to msel.

A multiple selection msel for a role r is connected
if, for each role r’ such that r’ is r” € msel or use r’ €
msel, r’ is reachable from r with respect to msel.

A multiple selection msel for a role r is correct if it
is connected and, for each or-role r’ that is a subrole of
r, there is at most one selection in msel of the form: r’ is
r”.

A multiple selection msel for a role r is complete if
it is connected and, for each or-role r’ that is a subrole
of r, there is at least one selection in msel of the form: r’
isr”.

A multiple selection for a role r is valid if and only
if it is correct and complete, i.e. for each role r' in the
subgraph starting from the role r and identified by the
multiple selection, if r' is an or-role then one and only
one of its subroles is selected.

In order to show the intuitive meaning of the
above definitions, we provide some examples. All the
following examples refer to the privilege graph shown
in figure 4.

If we consider the multiple selection:

msel = (r2is 15, r5is r7)
then the subrole r7 is reachable, but r6 is not. Note that
msel is valid. Multiple selection (r2 is r5) is correct but
not complete, as for subrole r5 there is no selection of
the form: r5 is r”. Finally, the multiple selection (12 is
r4, r2 is r5) is an example of multiple selection that is
not correct.

Note that the definitions provided in this section
also apply to the NSPD model, as constraints do not
appear inside their definitions.

4.2 Formal Semantics

Once we have introduced the above definitions, we
can provide a semantic interpretation for a multiple
selection. The interpretation is defined through the
function Sel that associates a given role and a correct
multiple selection for that role to the corresponding set
of constrained protection domains.

If r is a non optional and-role, Sel is defined as
follows:

Sel(r, msel) = {<c, {privi, ..., priv,}>}
® ((c A ¢1) A Sel(ry, msel))

® (¢ A cw) A Sel(r, msel))



If r is a non optional or-role, Sel is defined as
follows:

Sel(r, msel) =
(c A ¢’y A Sel(sr,, msel - {ris sr;})
if drissrie msel|r=r,

(c A1) A Sel(r, msel) U ... W (¢ A cw) A Sel(ry, msel)
otherwise.

where ¢’ is the constraint for the subrole sr; in the
definition of r, and ci...c, are the constraints for the
corresponding subroles ry...7,, in the definition of r.

Moreover, if r is an optional role, Sel(r, msel) is
defined as {<T, {}>} if use r ¢ msel, otherwise it is
defined as in the corresponding non optional case.

Informally, the interpretation of a multiple
selection for a role gives the set of constrained
protection domains associated to that role restricted
according to the choices specified by the multiple
selection. The correctness of the multiple selection
ensures that the function Sel is well-defined and does
not return useless results.

Note that if a multiple selection msel for a given
role is valid, then the Sel function returns a set with a
single constrained protection domain, that will be the
activated one when msel is provided for the activation
of the related role.

5. Automating Selections

In this section we put together properties of roles
and multiple selections in the NSCPD in order to
describe a method to permit automation of the selection
process.

5.1 Definitions

This section provides some definitions that are
strictly related to the ones shown in section 4.1, but that
take advantage of role constraints in order to simplify
multiple selections for roles, as we will explain in the
next section.

Given a role r, a multiple selection msel for r, a
logical formula ¢, and a subrole r’ of r with role
condition c’, r’ is logically reachable from r with
respect to msel and @ if ¢ — ¢’ is true, and one of the
following properties applies:
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e r’ when ec’ is a direct subrole of a logically
reachable and-role r” and ¢ — ec’ is true;

e 7’ when ec’ is a direct subrole of a logically
reachable or-role r”, ¢ — ec’ is true, and at least
one of the following conditions applies:

o r’isr’ e msel;
e r”is auto-specified with respect to .

Furthermore, if r’ is optional then use r’ must belong to
msel.

The above definition is very similar to the
definition of reachable role. The difference is that the
former takes advantage of the auto-specified property,
i.e. it is not required that there are explicit selections for
auto-specified roles.

A multiple selection msel for r is logically
connected with respect to @ if, for each role r’ such that
r’is r” € msel or use v’ € msel, r’ is logically reachable
from r with respect to msel and .

A multiple selection msel for a role r is logically
correct with respect to @ if it is logically connected with
respect to @ and, for each or-role r’ that is a subrole of
r, there is at most one selection in msel of the form: r’ is
r’.

A multiple selection msel for a role r is logically
complete with respect to @ if it is logically connected
with respect to ¢ and, for each or-role »’ that is a
subrole of r, 7’ is auto-specified or there is at least one
selection in msel of the form: r’ is role..

A multiple selection is for arole r is logically valid
with respect to ¢ if and only if it is logically correct and
logically complete with respect to ¢, i.e. for each role r’
in the subgraph starting from the role r and identified by
the multiple selection, if r'is an or-role then exactly one
of its subroles is selected (either by an explicitly
selection or by an implicit one, if the or-role is auto-
specified) and each constraint corresponding to nodes
and edges in the subgraph is implied by ¢.

In order to show the intuitive meaning of the
above definitions, we provide some examples. All the
following examples refer to the privilege graph shown
in figure 4, where we assume that there is a formula ¢
such that r2 is auto-specified with respect to ¢ and ¢ —
¢». In this situation, given an empty multiple selection:

msel=()

the subrole 5 is logically reachable with respect to msel
and ¢, but is not reachable with respect to msel.



Figure 4. Example of roles with constraints

If we consider the same @, the multiple selection
(r5 is r7) is logically valid, since r5 is auto-specified,
but not valid.

5.2 Formal Semantics

The last definition we want to introduce concerns
the interpretation function AutoSel. Such function is
similar to Sel, but takes into account the state of the
system to take advantage of auto-specified roles. This
way, AutoSel produces a set of constrained protection
domains starting from a simpler selection. From a
practical point of view, this means that part of the
multiple selection needed by Sel is automatically
determined.

The AutoSel function is defined for a multiple
selection msel that is logically correct with respect to a
formula ¢, and a formula ¢ (corresponding to the state
of the system) such that ¢ — . If r is a non optional
and-role, AutoSel is defined as follows:

AutoSel(r, msel, 6) = {<c, {privy, ..., priv,}>}
® ((c A ¢1) A AutoSel(r,, msel, ©))

® ((c A cm) A AutoSel(r,, msel, 6))

If r is a non optional or-role, AutoSel is defined as
follows:

AutoSel(r, msel, ) =
(¢ A ¢”) A AutoSel(sr,, msel - {ris sr;}, ©)
ifdpissrie msellr=p

(c A c;) A AutoSel(r,, msel - {ris r;}, ©)
if 0 — ¢; and r is auto-specified wrt ¢
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(¢ A c1) A AutoSel(ry, msel, ) U
... U (¢ A cw) A AutoSel(r, msel, G)
otherwise.

where ¢’ is the constraint for the subrole sr: in the
definition of r, and c....c, are the constraints for the
corresponding subroles 7....r, in the definition of r.

We can show an example of application of the
AutoSel function considering the situation represented
in figure 3. In that example, role Accounts is auto-
specified with respect to the following situation:

use Accounts € msel - TTY =ttyl vTTY =1ty5

that is, a clerk enables the optional role Accounts only
if he or she is working from terminal tty1 or tty5. It
does not make sense for a clerk to try to enable role
Accounts from another terminal, because in such case
the system would not permit any accounting operation.
If a clerk logs in from terminal tty1, it is only
required that he or she specifies the multiple selection
(use Accounts) to automatically activate roles: Clerk,
Accounts, Accounts_Payable, and Basic_Clerk. In a
system not implementing the auto-selection, the
corresponding multiple selection would have been: (use
Accounts, Accounts is Accounts_Payable).

6. Implementation Issues

The NSCPD model is suitable for direct
implementation  within  the current  database
management systems that already implement other
existing role models.

In [GIU954] is discussed how the implementation
of the NSPD model can be realised without changing



the basic mechanisms for access control used in
currently available database management systems.

Since the NSCPD mode! extends the NSPD model
adding constraints, it would be necessary to realise an
activation procedure that traverses the privilege graph to
choose, using a valid multiple selection, only one
alternative for each or-role involved, and verifies all the
constraints that have been eventually associated to
nodes and edges in the privilege graph, possibly taking
advantage of the self-specified and auto-specified roles,
as discussed before.

One important issue, that has not been discussed in
the previous sections, is the time at which a constraint is
evaluated. A simple implementation might evaluate
constraints only when a role is activated for a user. If
the constraint is no more satisfied during the session,
the user protection domain would not change.

A more sophisticated solution might be
implemented within an active database system. Trigger
mechanisms might be used to dynamically change the
user protection domain as soon as a specified constraint
is no more satisfied.

Anyway, our model does not specify this issue,
leaving it as an implementation choice.

7. Conclusions

This paper presented a new model for role-based
access control that fulfils many of the main
requirements for modern security policies. Furthermore,
we have pointed out some properties that can be
considered in real implementations.

The expressive power of the new model makes it
suitable both for conceptual and logical design. For
example, a possible work could be to study how the
proposed model can be used together with a conceptual
database model (like the Entity-Relationship data
model). A translation procedure from the conceptual
model to a logical one (for example, the relational
database model with the NPD role model) could be
defined to build a complete database design
methodology, including the security aspects of the
system. A similar work has already been performed for
the NSPD model [GIU95b].
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