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ABSTRACT

The ARBAC97 model makes an important con tribution to
the understanding and modeling of administration in role-

based access control. Ho w ever, there are sev eral features of

the model which we believ e could be impraored. We intro-
duce the concept of administrative scope in a role hierarchy
and show how this can be used to control updates to the
hierarc hy. We then incrementally develop a model for ad-
ministering the role hierarchy and compare it to the RRA97
sub-model of ARBAC97. We conclude that our model offers
significant advan tages o ver RRA97.

Categories and Subject Descriptors

D.4.6 [Operating Systems]: Securit y and Protection—Ac-
cess controls K.6.5 [Management of Computing and
Information Systems]: Securit y and Protection; 1.6.0
[Computing Methodologies]: Simulation and Modeling

General Terms
Securit y, Theory

Keywords
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1. INTRODUCTION

Role-based access control (RBAC) models have been the
subject of considerable research in recent years resulting
in several important models: the NIST model [3]; the role
graph model [6]; the RBAC96 model [8] and the recent uni-
fied NIST RBAC model [9].
such models provide an attractive theoretical framework for
The features that

It has been suggested that

m ulti-domain, distributed systems [5].
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make RBAC attractive include policy neutrality, principle
of least privilege and ease of management. Gligor [4] pro-
vides a good introduction to the characteristics and advan-
tages of RBAC. The material in this paper is developed in
the con text of the RBAC96 model. In particular, we assume
the existence of a partially ordered set of roles R (which is
visualized as a role hierarchy).

The use of RBAC principles to manage RBAC systems has
been less widely studied although significant advances have
been made. The NIST model and implementation of RBAC
incorporates an Admin Tool which provides administrative
support for an RBAC database which stores information
about user-role, permission-role assignments and the role hi-
erarchy structure [3]. The role graph model includes several
algorithms for manipulating the role graph in order to sup-
ARBAC97 [7], the most
elaborate of these attempts, provides a complete model for
administration in the context of the RBAC96 model. AR-
BAC97 supports decentralized administration and incorpo-

port administrative functions [6].

rates the functionality provided by the NIST and role graph
models.

Therefore, in this paper we will examine the ARBAC97
model in more detail and explain why w ebeliev e that an
alternativ e approah to administration is required. Our ap-
proac h is inspired in part ly the notion of an encapsulate d
range which plays an integral part in the administration of
the role hierarchy in ARBAC97. How ever, the deelopment
of our role hierarc hyadministration model (RHA) is dis-
tinctly different from that of ARBAC97. We believe that
RHA is a more robust, flexibleidely applicable and less
complex model than ARBAC97.

In fact, RHA only considers the administration of the role
hierarc hy.Therefore, we are actually proposing an alterna-
tive to RRA97, the sub-model of ARBAC97 concerned with
administration of the role hierarchy. We have developed a
complete model for RBAC administration which will be the
subject of a future paper.

In the next section we discuss the RRA97 model in more
detail and explain some of its disadvantages. In Section 3

we introduce the notion of administrative scop ewhich is the



fundamental concept in RHA. In Section 4 we demonstrate
how administrative scope is used to control changes to the
role hierarchy and also introduce a family of increasingly
complex administrative models RHA;—RHA4. In the penul-
timate section we compare RHA4 with RRA97. Finally, we

summarize our contribution and discuss future work.

2. RRA97 AND ENCAPSULATED RANGES

This section is not intended to be a comprehensive de-
scription of ARBAC97. Rather, we will review the defini-
tion of an encapsulated range and its purpose in the context
of RRA97. Figure la shows a role hierarchy that has been
used as an example in earlier papers by Sandhu [7]. We will
use this hierarchy to illustrate both the motivation for and
the shortcomings of RRA97.

DIR

PE1 QE2

E

(a) Initial hierarchy

DIR

PELe QE2

E

(b) Undesirable changes

Figure 1: An RBAC96 role hierarchy and the effect
of undesirable changes

The hierarchy shown in Figure 1a models the roles in an
Engineering Department. For example, PE1 and PE2 are
production engineer roles; PL1 and PL2 are project leader
roles. RRA97 considers the following (role hierarchy) op-
erations: role insertion, role deletion, edge insertion and

edge deletion. We will denote these by AddRole(r, Ar, Vr),
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DeleteRole(r), AddEdge(c,p) and DeleteEdge(c,p), respec-
tively, where Ar is the set of immediate children of r, Vr
is the set of immediate parents of r, ¢ the child role and
p the parent role. We assume that an operation does not
introduce a cycle into the hierarchy. Specifically, p £ ¢ and
for all s € Ar and allt € Vr, s 2 t.

Now consider the following sequence of operations:

e AddRole(X,{QE1},{DIR}) — add the role X and edges
(QE1, X) and (X,DIR);

e AddRole(Y,(,{PE1}) — add the role Y and the edge
(Y,PEL);

e AddEdge(PE1,QE1) — add the edge (PE1,QE1).

The cumulative effect of these three operations is to make
Y < X; this is illustrated in Figure 1b and is considered to
be an “anomalous side effect” [7] of unconstrained changes
to the role hierarchy. Therefore, RRA97 seeks to provide
(It
is unclear to us why these side effects should be consid-

a framework in which such side effects cannot occur.
ered anomalous. For example, in Figure la, PE1 £ QE1,
but RRA97 permits the operation AddEdge(PE1, QE1) which
causes PE1 to become junior to QE1. In short, there seems
to be no qualitative difference between Y being made more
junior to X and PE1 being made more junior to QE1.) RRA9T7
also seeks to “maximize the potential for decentralization of

administration and autonomy of administrative roles” [7].

2.1 Theessential components of RRA97

The fundamental idea in RRA97 is that of an encapsu-
lated range. (Recall that an open range (z,y) is defined to
be the set {r € R: ¢ < r < y}. Similarly, a closed range
[z,y] is defined to be the set {r € R : z < r < y}.) The
following definition is due to Sandhu et al. [7].

DEFINITION 2.1. A range (z,y) is said to be encapsulated
if for all w € (z,y), and for all z & (z,vy),

(1)
(2)

Informally, an encapsulated range is a self-contained sub-

z > w if, and only if, z >y, and
z < w if, and only if, z < x.

hierarchy in the role hierarchy with all external edges pass-
ing through one of the end points of the range. (E,ED),
(ENG1,PL1) and (ED,DIR) are examples of encapsulated
ranges in Figure la.

The can-modify C AR x £(R) relation, where AR is the
set of administrative roles and £(R) is the set of encapsu-
lated ranges in R, determines the encapsulated ranges over
which administrative roles can act. Table 1 shows a typical

example of the can-modify relation [7].! An encapsulated

!pso1 denotes project 1 security officer role; DSD denotes
departmental security officer role.



range that appears in the can-modify relation is called an
authority range. RRA9T7 also requires that for any two au-
thority ranges, they either be disjoint or one be entirely
contained in the other.

Hence, for every role r € R, there is a unique smallest au-
thority range to which r belongs. This is called the immed;i-
ate authority range of r. For example, given the can-modify
relation in Table 1, the immediate authority range of PE1
is (ENG1,PL1), not (ED,DIR), while the immediate authority
range of PE2 is (ED,DIR).

| can-modify |

Administrative Role
PS0O1
DS0

Authority Range
(ENG1, PL1)
(ED, DIR)

Table 1: The can-modify relation

A range (z,y) is a create range if one of the following

conditions is satisfied:
e z and y have the same immediate authority range;

e y is the (upper) end point of the immediate authority

range of z;

e z is the (lower) end point of the immediate authority

range of y.

In RRA97, an administrative role a € AR such that

(a, (w,z)) € can-modify can perform the operation:

e AddRole(r,Ar,Vr) if Ar = {z}, Vr ={y}, (z,y) is a
create range, w < z and y < z;

e DeleteRole(r) if r € (w, 2);
e AddEdge(c,p) if w < ¢, p < z and either

— the immediate authority range of ¢ equals the im-

mediate authority range of p; or

— there exists an authority range (u,v) such that,
either ¢ = w and p < v or ¢ > w and p = v,
and the insertion of (c¢,p) does not violate the

encapsulation of (u,v);

e DeleteEdge(c,p) if (¢, p) is not an authority range and

w < cand p < 2.

It can be seen that the requirements for the AddRole
and AddEdge hierarchy operations to succeed are rather
complicated. Furthermore, in the case of AddRole, the
insertion of a role which has no parent or child or
which has more that one parent or child is not permit-
ted. In particular, AddRole(Y,,{PE1}) is not permit-
ted. AddRole(X,{QE1},{DIR}) is not permitted because
(QE1,DIR) is not a create range. AddEdge(PE1,QE1) is per-
mitted.
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REMARK 2.1. We note that Definition 2.1 implies no
range can be encapsulated since y & (x,y), y > w for all
w € (z,y) but y # y. Hence conditions (1) and (2) should
be replaced by

3)
(4)

z > w if, and only if, z > y and

Z
<

z < w tf, and only if, z < x,

respectively.

3. ADMINISTRATIVE SCOPE

We believe that the RRA97 model has several shortcom-
ings: it suffers from a lack of applicability, flexibility, co-
herence and robustness; its interaction with the other sub-
models of ARBAC97 is not completely determined; it is
rather complex and lacks intuitive appeal [1]. We believe
that many of these problems arise because of two particular
features in the development of the ARBAC97 model.

Firstly, we believe that a sensible approach to the problem
of administration in role-based access control is to first de-
termine how hierarchy operations are to be performed. How-
ever, in ARBAC97, the “easy” models, URA97 and PRA97
(which deal with user-role and permission-role assignment,
respectively), were developed first; as a result of this, the
integration of these models with RRA97 has not been easy
to achieve [1].

Secondly, the development of RRA97 was based on en-
capsulated ranges. The reason for this decision was that
the model should support decentralization, autonomy and
should not allow anomalous changes to the hierarchy. It is
clear that the decision to develop an administrative model
that requires the existence and preservation of encapsulated
ranges in a role hierarchy has a significant and detrimental
effect on the applicability of the resulting model. In other
words, the development of ARBAC97 has been driven by
the concept of an encapsulated range not by the needs of
RBACY6; surely this is the wrong way round. Furthermore,
although RRA97 guarantees that changes are local and can-
not propagate undesirable changes through the hierarchy, it
is not obvious that the concept of an encapsulated range is
the most appropriate basis for developing an administrative
model.

We believe that the requirements for ARBAC97 missed
several important points. For example, surely RRA97
should be applicable to as many role hierarchies as possible.
We believe it is more appropriate to develop a more permis-
sive model that does not preclude administrative changes be-
cause they conflict with the assumptions of the administra-
tive model. Rather, the model should permit changes if they
are reasonable in some intuitive sense. (This requirement is
no more vague than the requirement that RRA97 should not

permit anomalous changes.) Clearly, such a model should



provide support for accountability and should be easily in-
tegrated with RBAC96.

In this section we will define the concept of administrative
scope and show how this can be used to control hierarchy op-
erations. The idea is inspired by an alternative formulation
of encapsulated range which we present in Proposition 3.1.

We first introduce some notation borrowed from partial
order theory [2]. Let S C R; define 1S = {r € R:r >
s for some s € S} and |S = {r € R:r < s for some s € S}.
If S = {s} we will simply write 1s and |s. Figure 2 shows
TQE1 and JQE1; relevant roles lie within a closed curve.

QE2

QE2

Figure 2: TQE1 and |QE1

PropoOSITION 3.1. A range (z,y) is encapsulated if, and
only if,

(5)
(6)

ez, y) \ Ty = (z,y) and

ProOF. This proof assumes the characterization of en-

capsulated range given in Remark 2.1.

= Suppose for all z ¢ (z,y) and for all w € (z,y) we
have z > w if, and only if, z > y. We now prove that
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(z,y) \ Ty C (z,y). Let a € H(z,y) \ ty. Then there
exists b € (x,y) such that b < a and y € a. Since

(z,y) is encapsulated, a € (z,y) (otherwise we have
a ¢ (z,y) such that a > b for some b € (z,y) and
y # a). Clearly, (z,y) C 1(z,y) \ Ty and hence we
have 1(z,y) \ 1y = (2,y).

The corresponding proof for |(z,y) \ ly is similar; we

omit the details.

Suppose T(z,y) \ 1y = (2,y). Let w € (z,y) and 2 ¢
(z,y) with z > w. Hence z € 1(z,y). Since z & (z,y),
z € Ty and hence z > y.

The corresponding proof for |(z,y) \ ly is similar; we

omit the details.

O

Our model is motivated by the following two intuitively
reasonable suggestions for resolving the problems posed by
the hierarchy operations that led to Figure 1b. Namely, once

role X has been created:

e Remove QE1 from PS01’s administrative range as QE1 is
now less than X, a role which is not in PS01’s adminis-
trative range. That is, only DSO and above should now
be able to administer QE1. In particular, PS01 would
not be able to make PE1 less than QE1.

e A role r such that |Vr| > 1 (such as QE1 once X has
been inserted into the hierarchy) must be administered
by a role which has administrative control over every
role in Vr. In our example, only DSO would be able to
make PE1 less than QE1.

These solutions have a similar approach and could be im-
plemented by imposing upper limits on the authority of
each administrative role. Therefore, we define administra-

tive scope to model this behaviour.

DEFINITION 3.1. The administrative scope of a role r is
defined as follows:

A(ry={s€R:s<rts\1Tr Clr} (7)

For example, in Figure la, ENG1 € A(PL1) because
1ENG1 = {ENG1,PE1,QE1,PL1,DIR} and 1PL1 = {PL1,DIR};
hence 1ENG1 \ 1PL1 = {ENG1,PE1,QE1} C [PL1. It can eas-
ily be seen that A(PL1) = {PL1,PE1,QE1,ENG1}. However,
ENG1 ¢ A(PE1), for example, because QE1 € 1tENG1 and
QE1 ¢ |PE1.

Informally, administrative scope has characteristics sim-
ilar to those exhibited at the upper end point of an en-
capsulated range. That is, there is only one way into the
administrative scope of r from above and that is through

r itself. More formally, we have the following proposition



which shows that administrative scope is a less restrictive

notion than range encapsulation.

ProposITION 3.2. If (z,y) is an authority range, then
(z,y) € A(y).

PRrROOF. Suppose z € (z,y). Then z < z < y and hence
Tz D 1z D ty. Therefore,

tz\ Tty C Tz, y) \ Ty
= (z,y) by (5)
Cly.

That is, z € A(y). O

3.1 Flexibility of administrative scope

The administrative scope of a role is determined by the
role hierarchy and changes dynamically as the hierarchy
(This is in contrast to RRA97, where adminis-

tration is largely determined by the can-modify relation,

changes.

which in turn imposes restrictions on changes that can be
made to the hierarchy.) For example, following the oper-
ation AddRole(X,{QE1},{DIR}), QEL ¢ A(PL1).

shows how the administrative scope of PL1 changes as edges

Figure 3

and roles are added to the hierarchy.

3.2 Decentralization and autonomy

It can be seen that for all r € R, r € A(r). Hence we
define the strict administrative scope of r to be A(r) \ {r},
which we will denote As(r). If s € As(r) we say r is an

administrator of s.

ProposSITION 3.3. Ifr has an administrator then the set
of administrators of r has a unique minimal administrator

which we refer to as the line manager of r.

PRrOOF. If r has a single administrator the result follows
immediately. Therefore, suppose z and y are minimal ad-
ministrators of r. (That is, for all administrators z of r,
z < x implies z = z and z < y implies z = y. Hence, z £ y
and y £ z.) Then r € As(z) and hence = € fr. Similarly,
r € As(y) and hence by (7)

tr\ty C ly. (8)

Since y £ x, © ¢ ty and hence = € |y by (8). Hence = < y,
O

which is a contradiction.

The concept of line manager can be applied to adminis-
tration of the role hierarchy to ensure maximum decentral-
ization and accountability. That is, we can insist that all
changes affecting a role are made by the line manager. This
feature could be particularly useful in the management of

user-role and permission-role assignments.
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4. A FAMILY OF MODELS FOR HIERAR-
CHY ADMINISTRATION

In this section we describe a family of models for hierar-
chy administration of increasing sophistication (and incur-
ring larger overheads). We will discuss the relative merits
of each of these models in order to justify why we use a par-
ticular model for comparison with RRA97 in Section 5. In
common with RRA97, we assume throughout that hierar-
chy operations are initiated by another (“administrative”)
role a. However, unlike in RRA97, we do not assume the

existence of a disjoint set of administrative roles.

41 RHA,

RHA,; is the basic model and defines under what circum-
stances, defined in terms of administrative scope, a hierar-
chy operation succeeds. We permit a role a to perform the

hierarchy operation:

e AddRole(r, Ar, Vr) provided Ar C As(a), Vr C A(a)
and |Ar|+|Vr| > 0 (r has at least one parent or child

role);
e DeleteRole(r) provided r € As(a);
e AddEdge(c, p) provided c,p € A(a);
e DeleteEdge(c, p) provided c,p € A(a).

Clearly RHA; has the benefit of great simplicity. It can be
incorporated directly into RBAC96 without the need for any
additional relations. Furthermore, it admits the decentral-
ization of administration. For example, the project leader
role PL1 can administer the roles in project 1.

However, it is unlikely that RHA; will provide a suffi-
ciently fine-grained approach to administration and security
in many applications. For example, E € Ag(ED), but it is
probably undesirable that ED should have any control over

the hierarchy.
42 RHA,

We can extend RHA,; by insisting that, in addition to
satisfying the administrative scope conditions, a must also
have appropriate (administrative) permissions assigned to
it in order to perform hierarchy operations. RHA, can be
implemented without introducing additional relations and
offers finer granularity than RHA; without incurring any

significant overheads.

4.3 RHA;

this
admin-authority C R X R. If (a,r) € admin-authority

In model we introduce a Dbinary relation

then a is called an administrative role;?> we also say a

*We observe that (a,r) could denote a range in the role
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(a) Initial hierarchy
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QE2
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(c) AddRole(Y, 0, {PE1})

QE2

E

(b) AddRole(X, {QE1}, {DIR})

DIR

QE2

E

(d) AddEdge (PE1, QE1)

Figure 3: The dynamic nature of administrative scope: The roles inside the closed curve denote the admin-

istrative scope of PL1

controls r. We denote the set of roles that a controls by
C(a).

We first make the observation that the admin-authority
induces an extended hierarchy on the set of roles which
For the
admin-authority relation defined in Figure 4a results in

includes the original hierarchy. example,

The elements of
(Al

subsequent examples in this paper will be visualized using

the extended hierarchy in Figure 4b.
admin-authority are represented by broken lines.

an extended hierarchy rather than explicitly defining the
admin-authority relation.)
We extend the definition of administrative scope in a nat-

ural way: namely,

A(@) ={re R:tr\1tC(a) C |C(a)} and
As(a) = A(a) \ C(r),

where the evaluation of tr, 1C(a) and |C(a) takes place

hierarchy, or an edge in the hierarchy or a tuple in the
admin-authority relation. However, the interpretation of
(a,r) will always be clear from context and the symbols
chosen.
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in the extended hierarchy. For example, in Figure 5b,
C(PsS01) = {X,PE1,QE1} and 4(PS01) = {X,PE1, QE1,ENG1};
furthermore, PS01 € A(DSO).

There are two self-evident consistency requirements
for all (a,r) €

admin-authority, a £ r; and admin-authority is anti-

that admin-authority must satisfy:
symmetric. In addition, we require that the second field
in admin-authority be unique. In other words each r € R
is controlled by at most one administrative role. This con-
straint is introduced in order to preserve the line manager
feature of the preceding models.

We permit an administrative role a to perform the hier-

archy operation:

e AddRole(r,Ar,Vr) provided Ar C As(a) and Vr C
Ala);

e DeleteRole(r) provided r € As(a);
e AddEdge(c, p) provided c,p € A(a);
e DeleteEdge(c, p) provided c,p € A(a).

RHA3 provides a level of indirection not available in RHA;

and RHA> and therefore can be used to implement a far



admin-authority

Administrative Role | Role
PSO1 PL1
DSO DIR
DSO PS01

(a) The admin-authority relation

DSQe...

DIR

PSO1e]

PE1 QE2

E

(b) The extended hierarchy
Figure 4: An extended hierarchy

more flexible security policy. The admin-authority rela-
tion states which administrative roles have responsibility
for which parts of the role hierarchy. In this sense, it is
similar to the can-modify relation in RRA97. For exam-
ple, the can-modify relation in Table 1 can be replaced by
the admin-authority relation in Figure 4a. ((DSO,PSO01) is
included for the development and discussion of the model
in Section 4.4.) Given this admin-authority relation,
A(DSD) = [E,DIR] U {PSD1} and A(PSO1) = [ENG1,PL1].?

Finally we note that RHA; is a special case of RHAj;,
where (r,r) € admin-authority for all r € R.

44 RHA,

In this section we consider how RHA3 can be extended
to administer the admin-authority relation. We need to
consider when and how the admin-authority relation can
be updated by hierarchy operations and by the actions of

administrative roles.

4.4.1 Updates by administrativeroles

Removing an element from admin-authority corresponds
to removing an edge from the extended hierarchy. There-

fore, (a,r) can be removed from admin-authority by role a’

*We use ranges because it is more economical than enumer-
ating the elements in the role hierarchy.
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provided a € A(a’) and r € As(a’). If r were removed from
A(a') as a result of deleting (a,r), then it is necessary to add
(a',r) to admin-authority in order to preserve the adminis-
trative scope of a’. For example, given the admin-authority
relation in Figure 4, DSO can remove (PS01,PL1) from the re-
lation. In this case it is not necessary to add (DSO,PL1)
to admin-authority since (DSO,DIR) € admin-authority
and hence PL1 € A(DIR).
to admin-authority by role a’ provided a € A(a’') and

r € As(a’).

Similarly, (a,r) can be added

4.4.2 Updates by hierarchy operations

It may be necessary following a role hierarchy operation
to update admin-authority in order to maintain adminis-
trative scope or to eliminate redundancy. Figure 5, based
on the hierarchy and admin-authority relation in Figure 4,
shows examples of such situations and provides a schematic
motivation for the behaviour of the model. The operation
in Figure 5b is performed by DSO; the other operations are
performed by PS01. We assume that edges implied by tran-
sitivity which would be lost as a result of a hierarchy opera-
tion are made explicit following the operation. An example
of this is the addition of the edge (ED,PE1l) in Figure 5d
following the deletion of the edge (ENG1,PE1).

AddRole(r, Ar, D)
For example, in Figure 5a, we see that it is necessary to con-

In this case r has no administrator(s).

nect the new role X to the extended hierarchy. The obvious
way to do this is to add (PS01, X) to the admin-authority re-
lation. Hence, the operation AddRole(r, Ar,()) requires that
(a,r) be added to the admin-authority relation.

DeleteRole(r)

necessary to re-connect a to the extended hierarchy to pre-

If (a,r) € admin-authority, then it is

serve a’s administrative scope. In this case we add (a,r’)
to admin-authority for all 7' € Ar N A(a).*
ple, in Figure 5b, we add (PSO1,PE1) and (PS01,QE1l) to

admin-authority.

For exam-

AddEdge(c, p)
possible that the addition of the edge (c, p) makes the tuple
(a,c) redundant. Specifically, if Tc\1(C(a)\{c}) C L(C(a)\
{c}) following the insertion of the edge, then we can remove

If (a,c) € admin-authority, it may be

(a,c) from admin-authority. For example, in Figure 5c, we
remove (PS01,PE1) from admin-authority.

‘It may be that ' now occurs twice in admin-authority
as a result of this procedure and hence several more dele-
tions from admin-authority may be necessary because of
the requirement that each role be controlled by a single role.
Detailed algorithms for role hierarchy operations and their
effect on the extended hierarchy are beyond the scope of this
paper.



DeleteEdge(c, p) Finally, if ¢ ¢ A(a) following the dele-
tion of the edge, then we add (a,c) to admin-authority.

For example, in Figure 5d we insert (PS01,ENG1).

5. A COMPARISON OF RRA97 AND RHA,

Utility and applicability It is apparent from Proposi-
tion 3.2 and the conditions imposed on hierarchy operations
that RHA4 will be more “permissive” than RRA97, in the
sense that it is less likely to cause hierarchy operations to
fail. We confirm this observation by examining the sequence
of hierarchy operations in Figure 1.

Given the role hierarchy in Figure la and the can-modify
relation in Table 1, RRA97 does not permit operation
AddRole(X,{QE1}, {DIR}) or AddRole(Y,,{PE1}). This is
essentially because the addition of the edge (QE1,X) or
the edge (Y,PE1) would compromise the encapsulation of
the range (ENG1,PL1).
AddEdge(PE1, QE1) because it occurs within an encapsulated

It does however permit operation

range.

In RHA, it is possible for DSO to add X, although this
causes the administrative scope of PS01 to change (as shown
in Figure 3). Similarly PS01 can add Y and DSO can add the
edge (PE1,QE1). It is immediately obvious that RHA, is a
more permissive model than RRA97 because administrative
scope can change dynamically. We do not believe that this
is a disadvantage. (We reiterate that we do not believe that
Y < X is any more anomalous than PE1 < QE1.)

We can immediately see that the requirement that an
authority range be an encapsulated range imposes consid-
erable limitations on the hierarchy operations that can be
performed. This requirement also limits the number of hi-
erarchies to which RRA97 can usefully be applied. For ex-
ample, Figure 6a shows a hierarchy with no encapsulated
ranges except (E,ED). Figure 6b shows the same hierar-
chy with a bottom element MinRole appended. This gives
rise to a hierarchy with the same characteristics as a role
graph [6]. However, it only introduces a single encapsulated
range (MinRole,DIR), which does little to contribute to de-
centralized and autonomous administration of the hierarchy.
In short, encapsulated ranges place strict requirements both
on the nature of initial role hierarchies and on their subse-
quent development.

The hierarchy depicted in Figure 6a can easily be adminis-
tered by RHA4. In particular, the admin-authority relation
defined in Figure 4a is perfectly suitable. In other words,
RHA, is applicable to many more classes of role hierarchy
than RRA97.

In RRA97 a new role can only have a single parent and
child. That is, the RRA97 only supports the operation
AddRole(r,{c}, {p}). (In particular, Y could not be added
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PE1 QE2

PE1 QE2

MinRole

(b)

Figure 6: A problematic hierarchy for RRA97

to the hierarchy in Figure la.) RHA4 can support the cre-
ation of a new role with arbitrary numbers of parents and

children.

RRA97 does not permit the deletion of a
role r if it is the end point of any range in any ARBAC97
(Of the seven ARBACY7 relations, five contain
ranges.) The role r is “suspended” until such time as the

Robustness

relation.

required changes can be made to any relations affected by
the deletion of r.

RHA, is not inconvenienced in this way by role deletions.
Our forthcoming model for administration of user-role and
permission-role assignments is defined using administrative
scope not ranges, and hence special provision does not have
to be made for the effect of role deletions.

Furthermore, ARBAC97 does not support updates to the
can-modify relation in RRA97. That is, can-modify is,
at worst, static and, at best, centrally administered. The
admin-authority relation in RHA, is self-balancing in the

sense that it is possible to define automatic update proce-



QE2

E

(a) AddRole(X, {PE1}, D)

DSQe...

PS01

QE2

E

(c) AddEdge (PE1, QE1)

QE2

E

(b) DeleteRole(PL1)

DSOs..

QE2

E

(d) DeleteEdge (ENG1,PE1)

Figure 5: Updates to the extended hierarchy

dures for it.

In short, the RHA4 model, unlike RRA97, provides a co-

herent and self-contained framework for administration of
the role hierarchy.
Comprehensibility and intuitive appeal It is clear
that the admin-authority relation is far simpler than
can-modify. In particular, the only constraints on tu-
ples (a,r) € admin-authority are that ¢ ¢ r and
(r,a) ¢ admin-authority, while every authority range in
can-modify must be an encapsulated range and any pair
of authority ranges must not overlap. Furthermore, in
the RHA4 model we can visualize the administration of
the role hierarchy using the extended hierarchy. In short,
there is an intuitive and immediate interpretation of the
admin-authority relation that is lacking in the can-modify
relation.

A formal analysis of the complexity of implementing

RHA, is beyond the scope of this paper. However, we note
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that the can-modify relation is defined in terms of encapsu-
lated ranges which are subsets of R. There are 21l subsets
of R. Hence the number of tuples in can-modify is bounded
by |AR| - 2%l where AR is the set of administrative roles.®
The number of tuples in admin-authority is bounded by
|R|. It can be seen from (5)—(7) that the complexity of an
algorithm to determine whether a range is encapsulated is
certainly no better than that of an algorithm to determine
whether a role is in the administrative scope of another role.
In other words, it is more attractive to implement RHA4
than RRAOT.

Integration The ARBAC97 model consists of three sub-
models URA97, PRA97 and RRA97. The URA97 model for
user-role assignment and the PRA97 model for permission-

role assignment were developed first, presumably because

®We note that this is a rather coarse upper bound as the
number of encapsulated ranges will generally be significantly

less than 2!%!,



of the relative simplicity of the task. These models exhibit
some extremely useful behaviour, but the integration of the
later RRA97 model with URA97 and PRA97 and the impact
of hierarchy operations on URA97 and PRA97 relations is
not well understood or defined.
of hierarchy operations on URA97 constraints and PRA97
constraints [7] is not considered.

In particular, the effect

We have developed a complete model for administration
in a role-based access control context. The development of
the model is based on the concept of administrative scope
and hierarchy operations. It is far easier to extend RHA4 to
a model for administration than to define separate models
and then try to integrate the models. Our model for ad-
ministration requires three relations rather than the seven
which appear in the ARBAC97 model. Furthermore, these
relations are flexible and sensitive to hierarchy operations.
That is, our model is self-contained and supports decentral-

ized administration.

6. CONCLUSIONSAND FUTURE WORK

In this paper we have defined the concept of adminis-
trative scope and used it to construct a series of models
for administering a role hierarchy. This culminated in the
RHA4 model which provides a self-contained model for role
hierarchy administration.

In the preceding section we discussed the relative merits
of RHA4 and RRA97, and found that our model is more
attractive than RRA97 according to several different crite-
ria. In short, we believe that our model offers significant
practical and theoretical advantages over RRA97.

A couple of points worth noting about the extended hi-
erarchy is that it can be used even when the set of roles is
unordered (that is, there is no role hierarchy), as in OA-
SIS [10], for example. It can also be used to administer a
set of groups which naturally form a hierarchy under subset
inclusion. That is, we can envisage a set of administrative
subjects and an admin-authority relation where the most
senior administrative subject assigns users to the largest
groups and devolves the responsibility of assigning users to
more specialized groups to less senior administrative sub-
jects.

Our immediate priorities are to develop algorithms to im-
plement RHA, (in the context of RBAC96) and to complete
work on our administrative model based around RHA4 in
which we extend the use of administrative scope to user-
role and permission-role assignment in a natural way. We
are currently assessing the advantages of our model over AR-
BAC97 using similar criteria to those in Section 5. Early
indications are that our model for administration performs
significantly better than ARBAC97.
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