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Abstract

In this paper we reexamine the interaction between
role-based access control and mandatory access con-
trol. We examine the question: from the perspec-
tive of a given role graph in which the objects have
been assigned security classifications, can its roles
be assigned to subjects without violating manda-
tory access control rules? A detailed study of the
structure of individual roles and edges in a role
graph is undertaken. We show that the combina-
tion of the structure imposed by the role graphs
and the MAC rules means that the possible struc-
ture of a role graph in which roles are assignable
to subjects without violating MAC rules is greatly

restricted.

1 Introduction

Role based access control has been touted as being
capable of representing many kinds of security poli-
cies and security models. One such security model
is Mandatory Access Control (MAC), commonly
represented by the Bell-La Padula model [1].

Permission to make digitaihard copies of alt or part of this material for
personal or classroom use is granted without fee provided that the copics
are not n'mdc or distributed for profit or commercial advantage, the copy-
rl.gh( notice, the title of the publication and its date appear, and notice is
given that copyright is by permission of the ACM, Inc. To copy otherwise
to l‘cplllw-lisll. to post on servers or to redistribute to Tists, rcquirL‘x specific ’
permission and/or fee

RBAC 97 Iairfax 'a US:

Copyright 1997 ACM 0-89791-985-8/97/11.%3.50

31

The role graph model of Nyanchama [3, 4] is one
example of a role based access control model (8, 9].
In a previous paper [5], we discussed the interac-
tion between roles and mandatory access control.
This discussion was of a general nature, looking at
the interaction from the role graph perspective, l.e.
given certain structures in a role graph, will they
guarantee MAC.

In (7], Sandhu goes in the other direction, exam-
ining different kinds of lattice-based access control
models and translating each of them into a role hi-
erarchy. One observation of the resulting role hier-
archies is that they are not very interesting or rich
in structure.

The purpose of this paper is to look again at the
details of the role graphs of the Nyanchama model.
In particular, we look at the details of a single role
or node, and a given edge, and determine under
what conditions such structures do or do not vio-
late the constraints imposed by mandatory access
control. In the end, we give some examples of role
graph structures that satisfy MAC constraints. We
also see that the possible structures are not very
interesting, but the detailed study helps us to un-
derstand why this must be so.

We begin by briefly reviewing the role graph
model, then go on to a brief description of MAC.
The bulk of the paper examines in great detail
the possible structure of individual roles and edges

when MAC is adhered to.



2 The Role Graph Model

The role graph model is based on the notion of
users, which for this paper we can call subjects,
privileges and roles. In its most general definition,
a privilege has been viewed as the combination of an
object and a set of operations on the object. More
precisely, a privilege is a pair (z,m) where ¢ refers
to an object, and m is a non-empty set of access
modes for object z.

A role is defined as a named set of privileges. 1t is
represented by a pair (rname, rpset), where rname
is the name of the role, and rpset represents the set
of privileges of the role. Given a role R, we will use
R.rname and R.rpset to refer to the role’s name
and privilege set, respectively.

The roles form the nodes of the role graph. An
edge Ry — Ry in the role graph represents the fact
that R; is junior to Ro. Role R, is junior to Ry iff
Ry.rpset C Ray.rpset.

There are three relationships which determine ac-

cess control:

e the assignment of privileges to roles. This cor-

responds to the PA relation in Sandhu’s model

(7).

e the assignment of users to roles. This corre-

sponds to the UA relation in Sandhu’s model
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o the edges in the role graph. Edges exist in the
role graph because of the way the role graph
is created using the role graph algorithms. In
the algorithms described in [4], new roles can
be defined by giving the privileges for the new
role, and the edges to and from its immediate
neighbours in the role graph. In the current
version of the prototype, two additional oper-
ations on the role graph can cause new edges
in the graph: a single edge can be added, or a
new role can be defined by simply giving its to-
tal privileges. In the latter case, the algorithm

works out what edges should be in the graph.

The edges in the role graph correspond to the
RH relation in Sandhu’s model [7].
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Qur model currently has no formal model of con-

straints and no notlon of sessions.

Our model also includes a MaxRole and a Min-
Role. MaxRole represents the union of all the priv-
ileges of the roles in the role graph. MaxRole does
not need to have any users authorized to it. It is in
the role graph to have a place to summarize all of
the privileges in the system, and to ensure that the
common senior relationship [4] is always defined.
MinRole represents the minimum set of privileges
available to all roles. MinRole.rpset can be empty.
Role graphs have the following Role Graph Proper-

lzes:
1. There is a single MaxRole.
2. There is a single MinRole.
3. The Role Graph is acyclic.
4. There is a path from MinRole to every r; .
5. There is a path from every r; to MaxRole.

6. For any two roles r; and r;, if r;.rpset C
rj.rpset, then there must be a path from r;

to -

In what we will talk about in this paper, 1t is
not necessary to insist that MaxRole and MinRole
be present in the role graph. It is only necessary
that properties 3 and 6 above hold. Property 3,
acyclicity, is necessary, we feel, so that roles offer
differentiated access to the objects in the system.
Since we have a well developed and efficient set of
algorithms for manipulating role graphs, roles can
be added to and deleted from a system very quickly.
Therefore, we do not feel that this property unduly

restricts the design of a security system.

It is important to note that role graphs can be
arbitrarily complex; in particular, they can have
arbitrarily many roles in a path from MinRole to
MaxRole. The assignment of privileges to roles can
also be very complex, and can overlap in arbitrary

ways.



3 Mandatory Access Control

We describe here the Mandatory Access Control
model commonly known as the Bell-La Padula
model. There is a set of classifications, (e.g. top se-
cret, secret, confidential, classified,) which is totally
ordered. There is, 1n addition, a set of categories
that is unordered. The combination of a classifica-
tion and a subset of the categories is called a secu-
rity level. Security levels are partially ordered and
form a lattice [6].

Every subject and object in the system must be
labelled by a security level. We will distinguish be-
tween frusted and untrusted subjects as defined in
[2]. Trusted subjects can be relied on not to com-
promise security; all other subjects are untrusted.
In the case of subjects, the label is called the clear-
ance, and for an object, the label is called the secu-
rity classification. We will denote the security label
by A(s) or A(0).

To ensure secrecy, the following two mandatory

rules must be followed:

e Simple Security Property: Subject s can read
object o only if A(s) > A(0).

e x-property: Untrusted subject s can write ob-
Jject o only if A(s) < A(0).

The Simple Security Property 1s sometimes re-
ferred to as the “no read up” rule, and the -
property is known as the “no write down” rule.

In the discussion in the next section, we will first
assume that the security levels are totally ordered,
1.e. that there exist n security levels Ay, ..., A, such
that Ay > Ay > ... > A,. Subsequently, we will re-
examine the results with a security lattice which is

not totally ordered.

4 Role Graph Constraints to
Satisfy MAC

In this section we consider the following problem:
given that a role graph has been designed, perform a
static analysis on the role graph, where each subject

and each object has assigned to it a security level,
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and determine whether or not any violations of the
above two MAC rules exist.

Since the unit of assignment of access control in
the role graph model is the role, we need to examine
the read and write behaviour of a role in order to
analyze a given role graph for adherence to MAC. In
a complex system, a privilege might be something
like “Hire a new employee”. We must assume that
for each privilege in each role, an analysis can be
performed which transforms all of these privileges
into a list of (object, operation) pairs, where the
Let us call the
resulting privilege set the modified privilege set.

operation is either read or write.

In the Role Graph Model, when a subject is as-
signed to a role, that subject can perform all the
privileges in the role, which include all the privi-
leges in any role junior to this role in the role graph
(i.e. from any role for which there is a path in the
role graph to the role in question). When analyzing
this situation for adherence to the two MAC prop-
ertics, we must ensure that should the subject in
fact execute all the privileges available in a role, no
violations of secrecy can occur. Because a role is
the minimum granularity at which subjects are as-
signed any rights, we only consider the case where
the subject 1s at a single clearance, which is the
clearance we use to determine whether or not this

assignment violates any MAC properties.

4.1 Assignment of Single Roles

Let us now consider a single role . All objects o
for which (o, r) (r stands for read and w for write) is
in the modified privilege set for R are said to be in
the r-scope of R. Similarly, all objects o for which
(0, w) is in the modified privilege set, for R are said
to be in the w-scope of R.

Theoretically, it 1s possible for a role to contain
objects at different security levels. Therefore, we
define the r-level of a role as the maximum secu-
rity level of any object in the role’s r-scope. The
w-level of a role is the minimum security level of
any object in the role’s w-scope.

Consider first a “read-only” role, i.e. a role which

has an empty w-scope. If all the objects in r-scope



are a the same security level, then this role can be
assigned to subjects whose clearance adheres to the
to subjects whose
If

the objects in r-scope have different security lev-

Simple Security Property, i.e.

clearance dominates this single security level.

els, then any subject whose clearance dominates the
maximum security level of the objects accessible in
the role can be assigned to the role. If the clearance
of the subject is less than some object in the role,

then there will be “read up”.

Constraint 1: Any subject s assigned to
a role R must have A(s) > r-level(R).

Now consider roles with non-empty r-scope and
nonempty w-scope. Some possibilities are shown in
Figure 1. If all the objects in a role have their r-
scope and w-scope within one level, (Figure 1a, role
R3) then subjects assigned to this role must be at
this level of clearance to adhere to the MAC prop-
erties. This is shown in the figure by the S — in the
legal clearance level for subjects. If the w-scope and
r-scopes contain objects at more than one security
level, say as in Figure la, role R1, where the over-
Jap is all within one security level, then a subject
whose clearance is exactly this overlapping level can
be assigned to this role: there will be no read up
and no write down, because all of the r-scope is at
levels dominated by the subject’s level, and all of
the w-scope dominates the subjects clearance. In
the middle example, role R2, of Figure 1a, any sub-
ject in one of the levels between that where r-level
falls, going up to the level where w-level falls, can
be assigned to this role, without violating MAC se-
curity properties.

Roles could be constructed which cannot be as-
signed to untrusted subjects, because doing so
would allow such subjects to be able to either read
up or write down. Some examples of this are shown
in Figure 1b. If the r-level of the role is strictly
greater than the w-level of the role (Figure 1b, all
three examples), then a subject assigned to this role
at a clearance level strictly less than r-level would
be able to read up, and a subject at a clearance
level strictly greater than w-level would be able to

write down. Such a role then must either not ex-
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ist in the role graph, or must never be assigned to
untrusted subjects.

Role R6 in Figure 1b shows that the overlap of
the r-scope and w-scope must not be more than
one level. An untrusted subject whose clearance
falls into a security level that lies strictly between
w-level (on the bottom) and r-level (at the top),
would be able to both read up and write down.

For the kinds of roles shown in Figure 1b,
trusted subjects could be assigned to these roles
if their clearances satisfy the simple security prop-
erty of MAC with respect to the r-level of the role.

All of this discussion leads us to the following

constraints on roles with non-empty w-scopes:

Constraint 2: An untrusted subject s
may be assigned to a role R, only if all of

the following hold:

1. the w-level of R must dominate the r-

level of R, and

2. M(s) > r-level of R (i.e. Constraint 1
holds), and

3. A(s) < w-level of R.

We can see from the examples in the figures that
the first condition eliminates all of the cases in Fig-
ure 1b. For role R6 it is also impossible to satisfy
points 2 and 3 simultaneously.

Points 2 and 3 give us the following;:

Role Lemma: A role R is assignable to
an untrusted subject according to Con-
straint 2 only if

w-level of R > r-level of R

We can also see that these conditions greatly re-
strict the structure of a single role with respect to
security levels. We will see below that the combi-
nation of these constraints with role graph edges
makes the possible role graph structures even more
restricted.

Note also that if the modified «-property is be-
ing observed (which, as defined in [6], says that
an untrusted subject s can write to object o only
if A(s) = A(0)), then the entire w-scope of a role
must lie within one security classification for it to

be assignable.
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4.2 Single Roles with a Security Lat-
tice

Consider the example security lattice in Figure 2.
Suppose a read-only role has objects labelled at
both M1 and M2. Any subject assigned to such
a role must have clearance H, in order to be able to
exercise all the privileges in the role.

Similarly, suppose a role has in its w-scope ob-
jects labelled at levels M1 and M2. To be able to
write all of these objects, a subject must have clear-
ance L.

If a role had its r-scope all labelled M1, and
its w-scope all labeled M2, this role would be
unassignable, because a subject having clearance 1l
would be able to write down, and a subject having
clearance L would be able to read up.

Re-examining the definitions and constraints
above, we need to redefine the r-level and w-level

as follows:

The r-level of a role is the least upper
bound of the security levels of the objects

in the role’s r-scope.

The w-levelof arole is the greatest lower
bound of the security levels of the objects

in the role’s w-scope.

Because we have a lattice, the least upper bound
and greatest lower bound exist. With these new
definitions, Constraints 1 and 2 hold. Note that in
the case of Constraint 2, there are many scenarios
in which a A(s) satisfing both points 2 and 3 does

not exist.
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We will use these revised definitions of r-level and

w-level in the rest of the paper.

Consider two roles joined by an edge, Rl — R2,
(Figure 3). By the structure of the role graph, all
the privileges of R1 are available to subjects as-
signed to R2. Consider first roles that are read-only.
All of R1’s r-scope is contained in R2’s r-scope, by
definition of the role graph. By definition of r-level,
the r-level of R2 is the least upper bound of r-level
of R1 and all the objects locally in R2’s r-scope. So
there could be a chain of these read only roles in
the graph, which might have increasing r-levels as
one goes in the senior direction in the role graph,
or if there is a high (security label) piece of data in
R1’s r-scope, all the toles in a chain of roles senior
to R1 will have the high label.

This gives us the following result for edges be-
tween read-only roles. By the definitions of r-level
and the role graph, it will always hold. As long as
Constraint 1 holds when subject-role assignments
are made, edges between read-only nodes cannot
create nodes that are unassignable to untrusted

subjects.

Edge Lemma 1: If there is an edge R1
— R2 in a role graph such that both Rl
and R2 have empty w-scope, then

the r-level of R2 > r-level of R1.

Let us consider now the case where there is a role
graph edge R1 — R2, such that both roles have non-
empty w-scope, and assume that R2 has objects in
its w-scope that are not in R1’s w-scope, and these

objects are at a security classification that is greater



than any object in R1’s w-scope. By definition of
w-level, the w-level of R2 will equal that of R1. If
these new objects in R2’s w-scope are at a security
classification that is incomparable with w-level of
R1, then the w-level of R2 will be the glb of all these
security classifications. If the nodes are write-only,
this is not. a problem. However, if there are objects
in the r-scopes, it is possible that the unassignable

roles like those shown in Figure 1 will be created.

Edge Lemma 2: If there is an edge R1
— R2 in a role graph such that both R1

and R2 have non-empty w-scope, then:

w-level of R2 = glb(w-level of R1, w-level
of (w-scope(R2) - w-scope(R1))

Note that if w-scope of R2 = w-scope of R,
then their w-levels are always equal (this is the case
where no new privileges with write operations are
local to R2).

There are 3 possible states for a role: read-only,
write-only or read-write. This gives us 9 possible
combinations for an edge R1 — R2. Some of them
are impossible, because all privileges of R1 must be
inherited by R2, by the structure of the role graph.
Table 1 enumcrates the possibilities and the con-
straints that apply. Constraints 1 and 2 determine
whether or not a given role is assignable to a sub-
ject.

Jonsider the implications of these two lemmas
by following paths in a role graph from MinRole to
MaxRole. Some examples are shown in Figures 4
and 5. By the Role Lemma, roles are assignable to
untrusted subjects only if their w-level dominates
their r-level. This can be achieved in several ways.
One can have a chain of read-only roles whose r-
level is non-decreasing as we move along a path
from MinRole to MaxRole.

write-only roles with non-increasing w-level 1s pos-

Similarly, a chain of

sible. When there are read-write roles, the interac-
tion of Edge Lemma 2 with Edge L.emma 1 means
that if one follows a path in a role graph from Min-
Role to MaxRole, and there is a read-write role with
r-level = w-level, this role is assignable to subjects
at this level. Objects can be added to w-scope with

higher classifications without altering w-level. As
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R1 R2

r-only r-only Edge Lemma 1

r-only w-only not possible

r-only read-write | Edge Lemma 1

w-only r-only not possible

w-only w-only Edge Lemma 2

w-only read-write | Edge Lemma 2
read-write r-only not possible
read-write w-only not, possible
read-write | read-write | Edge Lemma 1

A Edge Lemma 2

Table 1: Possible edges R1 — R2 in a role graph
and the MAC security implications

soon as any objects are added to a role with higher
r-level, the role becomes unassignable.

An example role graph with security labels indi-
cated is shown in Figure 4. We are assuming for
this example that the security levels are Top Secret
> Secret > Unclassified, i.e. that they are linearly
ordered. Roles are shown by giving their r-level
and/or w-level (e.g. r-u means the r-level is Un-
classified, w-s means the w-level is Secret, etc. A
missing r- or w-level means it is a write-only or
read-only role.) Regions of the graph assignable to
subjects at different clearances are indicated. As
one follows a path from MinRole to MaxRole, once
one enters a role with non-empty w-scope, all re-
maining roles on this path must be at the same
security level, or one enters the region of the graph
that cannot be assigned to untrusted users.

If the security lattice contains incomparable lev-
els, as in Figure 5, then a node like (w-u, r-u) which
has (w-s2) and (w-sl, r-u) as its junior nodes is ac-

tually assignable at the Unclassified security level.

5 Conclusions

The structure of the role graphs that have

assignable roles are very restricted compared to
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general tole graphs. In a normal role graph, we
do not expect to have many read-only or write-only
roles. Yet it is really only within the read-only roles
that we get much differentiation in security levels.

It is possible to modify the role graph algorithms
so that privileges are analyzed to produce the r-
scope and w-scope for each role. Security clas-
sifications must then be associated with each ob-
ject. Then the role graph algorithms can be mod-
ified so that they only allow assignable roles or at
least raise a warning when roles unassignable to un-
trusted subjects are created.

In other words, it is possible to analyze every role
and every edge in a role graph to see if the roles are
assignable, and at what levels they are assignable.
All subject-role assignments must adhere to Con-
straint 1. Untrusted subject-role assignments must
adhere to Constraints 2. Roles assignable to un-
trusted subjects must either be read-only, write-

only or follow the restrictions of the Role Lemma.
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