XORBAC API Reference

This document describes the application programming fexter (API) of xoRBAC
version 0.6.2 We provide an individual description of each method, idolg its
name, arguments, return value, and a short functional itiecr. Remember that the
Ri ght sManager class serves as Facade xamRBAC (for further reading oxoRBAC
and the concepts behindRBAC see, e.g., [NS01, NS03, Str04, SNO4, xoR]). There-
fore, the methods described below are essentially the ARhads offered by the

Ri ght sManager class. The prefix m represents an instance of tReght sManager
class.

Logging, Audit, and Caching
rm start Cachi ng

e Arguments: -

e Description: Start caching the access decisions of dieckAccess
method. However, access decisions involving conditioraissions (per-
missions that are associated to one or more context camsirare not
cached (of course). Moreover, the access cache is clearedewr the
current policy rule set is modified (e.g. definition of a neweror permis-
sion, or changes concerning the assignment relations).

e Return: Boolean value



rm st opCachi ng

e Arguments: -
e Description: Stop caching access decisions and clear cache.

e Return: Boolean value
rm startLoggi ng

e Arguments: -

e Description: Start writing the standard xoRBAC status messages into a log
file. The names of standar®bRBAC log files have the prefix “xoRBAC _".

e Return: Boolean value
rm st opLoggi ng

e Arguments: -
e Description: Stop logging standard status messages.

e Return: Boolean value
rm startAudi t

e Arguments: -

e Description: Start writing audit messages into a log file (auditing is inde
pendent from standard logging - auditing is, however, oatlimentary in
this version of xoRBAC). The name of the standaRBAC audit file is
“XoRBAC_Audit_LOG".

e Return: Boolean value
rm st opAudi t

e Arguments: -
e Description: Stop logging audit messages.

e Return: Boolean value



Subjects, Roles, and Permissions

rm createRol e name ?juniorrol es? ?seniorrol es?

e Arguments:

— name name of the new role (e.g. Lecturer, Student, Professor)

— juniorroles: list of already existing role objects that should be defined
as junior-roles for the role identified by tilame parameter.

— juniorroles: list of already existing role objects that should be defined
as senior-roles for the role identified by theme parameter.

e Description: generate a new role-objectine with a list of j uni orrol es
and a list ofseni orr ol es ; on the implementation levg¢uni orr ol es are
superclasses ofane andseni or Rol es are subclasses ohne; therefore
name iS more powerful than it$uni orrol es, and theseni orrol es are
more powerful thamane.

e Return: Boolean value
rmexistRole role

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor) or g-full
qualified object name.

e Description: check ifr ol e exists.

e Return: Boolean value
rm get Rol eLi st

e Arguments: -
e Description: Get a list of all role-objects aggregated hyi

e Return: Empty string, or list of fully-qualified object names.
rmdel eteRole role

e Arguments:
— role: name of the role to be deleted (e.g. Lecturer, StudenteBsof)
e Description: Delete the role-object identified by thel e parameter.

e Return; Boolean value



rm creat eSubj ect subj ect

e Arguments:
— subject name of the new subject (e.g. Jane, Smith, jsmith)
e Description: generate a new subject-objecb;j ect .

e Return: Boolean value
rm exi st Subj ect subject

e Arguments:

— subject name of a subject (e.g. Jane, Smith, jsmith) or a fully-
qualified object name.

e Description: check ifsubj ect exists.

e Return: Boolean value
rm get Subj ect Li st

e Arguments: -
e Description: Get a list of all subject-objects aggregated lay

e Return: Empty string, or list of fully-qualified object names.
rm del et eSubj ect subj ect

e Arguments:
— subject name of the subject to be deleted (e.g. Jane, Smith, jsmith)
e Description: Delete the subject-objestibj ect .

e Return: Boolean value
rm createPerni ssion perm

e Arguments:

— perm: an "operation object” pair describing the name of the permis
sion (e.g. “fetch record”, “dispatch form”, “store entry”)

e Description: Create a new permission-objeetr m

e Return: Boolean value



rm exi st Permi ssion perm

e Arguments:

— perm: an "operation object" pair describing the name of the permis
sion (e.g. “fetch record”, “dispatch form”, “store entrydy a fully-
gualified object name.

e Description: check ifper mexists.

e Return: Boolean value
rm get Per nii st

e Arguments: -
e Description: Get a list of all permission-objects aggregated by

e Return: Empty string, or list of fully-qualified object names.
rm del et ePer m ssion perm

e Arguments:

— perm: name of the permission to be deleted (e.g. “fetch recomis-*
patch form”, “store entry”).

e Description: delete the permission-objegér mand revokeper mfrom all
roles and subjects it is directly assigned to (as per-olopedan).

e Return: Boolean value

Role and Permission Assignment

rm addJuni or Rol eRel ation rol e junior

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor)
— junior: name of a role (e.g. Lecturer, Student, Professor)

e Description: definej uni or as junior-role of ol e.

e Return: Boolean value



rm renoveJuni or Rol eRel ation rol e junior

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor)

— junior: name of a role (e.g. Lecturer, Student, Professor)
e Description: remove the junior-role relation betweguni or andr ol e.

e Return: Boolean value
rm addSeni or Rol eRel ati on rol e senior

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor)

— senior. name of arole (e.g. Lecturer, Student, Professor)
e Description: defineseni or as senior-role of ol e.

e Return: Boolean value
rm renoveSeni or Rol eRel ati on rol e seni or

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor)

— senior. name of arole (e.g. Lecturer, Student, Professor)
e Description: remove the senior-role relation betwesmi or andr ol e.

e Return: Boolean value
rmrol eSubj ect Assi gn rol e subj ect

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor)

— subject name of a subject (e.g. Jane, Smith, jsmith)
e Description: assigrr ol e to subj ect .

e Return: Boolean value



rm rol eSubj ect Revoke rol e subj ect

e Arguments:

— role:name of a role (e.qg. Lecturer, Student, Professor)
— subject name of a subject (e.g. Jane, Smith, jsmith)

e Description: revoker ol e from subj ect .

e Return: Boolean value
rm repl aceRol eOmer Transacti on role old new

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor)
— old: name of the subject to be replaced (e.g. Jane, Smith, smith

— new. name of the new subjecbl e should be assigned to (e.g. Sarah,
Jones, sjones)

e Description: Safely replace anl d owner ofr ol e with anewone. Applied
if the maximum and minimum cardinalities ol e are equal.

e Return: Boolean value
rm per nRol eAssi gn permrole

e Arguments:

— perm: an "operation object” pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).
— role: name of a role (e.g. Lecturer, Student, Professor).

e Description: assign permissioper mtor ol e.

e Return: Boolean value
rm per nRol eRevoke permrol e

e Arguments:

— perm: an "operation object” pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).
— role: name of a role (e.g. Lecturer, Student, Professor).

e Description: revoke permissioper mfromr ol e.

e Return; Boolean value



rm repl acePer nODmer Transacti on permold new

e Arguments:

— perm: an "operation object” pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).

— old: name of the role to be replaced (e.g. Lecturer, Studente8sor).

— new. name of the new rolger mshould be assigned to (e.g. Lecturer,
Student, Professor).

e Description: Safely replace anl d role owningper mwith anew one. Ap-
plied if the maximum and minimum cardinalities @fr mare equal.

e Return; Boolean value

rm per mSubj ect Assi gn per m subj ect

e Arguments:

— subject name of a subject (e.g. Jane, Smith, jsmith)

— perm: an "operation object” pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).

e Description: Assign per m directly (without an intermediary role) to
subj ect .

e Return: Boolean value

rm per nBubj ect Revoke per m subj ect

e Arguments:

— subject name of a subject (e.g. Jane, Smith, jsmith)

— perm: an "operation object” pair representing the permissiog. (e.

“fetch record”, “dispatch form”, “store entry”).
e Description: Revoke the directly assigned permisspain mfrom subj ect .

e Return: Boolean value



Constraints

Cardinality Constraints
rm set Rol eM nSubjectCardinality role cardinality

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor).

— cardinality : a positive integep 1.

e Description: set the minimal number of subjects thatl e must be (di-
rectly) assigned to.

e Return: Boolean value
rm get Rol eM nSubj ectCardinality role

e Arguments:
— role: name of arole (e.g. Lecturer, Student, Professor)

e Description: get the minimal cardinality of ol e, i.e. the number of sub-
jects that ol e must directly be assigned to (-1 means: no limit).

e Return: a positive integer if the cardinality is set, -1 otherwise& émpty
string ifr ol e does not exist.

rm unset Rol eM nSubj ect Cardinality rol e

e Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)
e Description: unset/delete the minimum cardinality defined for e.

e Return: Boolean value
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rm set Rol eMaxSubj ect Cardinality role cardinality

e Arguments:

— role: name of a role (e.g. Lecturer, Student, Professor)

— cardinality : a positive integer> 0 (note that a maximum cardinality
of O can be sensible for the definition of “private roles”).

e Description: set maximum cardinality forol e, i.e. the maximal number
of subjects thatol e can be directly assigned to.

e Return: Boolean value
rm get Rol eMaxSubj ect Cardinality role

e Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)

e Description: get the maximum cardinality defined foel e, i.e. the maxi-
mal number of subjects thabl e could directly be assigned to (-1 means:
no limit).

e Return: a non-negative integer if the cardinality is set, -1 otheewiAn
empty string ifr ol e does not exist.

rm unset Rol eMaxSubj ect Cardinality role

e Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)
e Description: unset/delete the maximum cardinality definedrfore.

e Return: Boolean value
rm set PermM nOmer Cardinality permcardinality

e Arguments:

— perm: an "operation object” pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).
— cardinality : a positive integep> 1.
e Description: set the minimal cardinality for the permissipar m i.e. the
minimal number of roles thater mmust be directly assigned to.

e Return; Boolean value
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rm get Per M nOamner Cardinality perm

e Arguments:

— perm: an "operation object” pair representing the permissiog. (e.

“fetch record”, “dispatch form”, “store entry”).

e Description: get the minimal cardinality defined fper m i.e. the minimal
number of roles thater mmust be directly assigned to (-1 means: no limit).

e Return: a positive integer if the cardinality is set, -1 otherwise émpty
string if per mdoes not exist.

rm unset PernM nOwner Cardinality perm

e Arguments:

— perm: an "operation object” pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).

e Description: unset the minimal cardinality gfer m

e Return: Boolean value

rm set Per mMivaxOaner Cardi nality permcardinality

e Arguments:
— perm: an "operation object” pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).

— cardinality: a non-negative integer 0 (note that a maximum cardi-
nality of 0 may be sensible to define permissions that can (ohly
rectly) be assigned to subjects).

e Description: set the maximum cardinality @kr m i.e. the maximal number
of roles thaper mcould be directly assigned to.

e Return: Boolean value
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rm get Per mivaxOmner Cardi nal ity perm

e Arguments:

— perm: an "operation object" pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).

e Description: get the maximum cardinality defined fper m i.e. the maxi-
mal number of roles thater mcould be directly assigned to (-1 means: no

limit).
e Return: a non-negative integer if the cardinality is set, -1 otheewiAn
empty string ifper mdoes not exist.

rm unset Per mvaxOaner Cardi nal ity perm

e Arguments:

— perm: an "operation object” pair representing the permissiog. (e.
“fetch record”, “dispatch form”, “store entry”).

e Description: unset the maximum cardinality fper m

e Return: Boolean value

Static Separation of Duty Constraints

rm set SSDRol eConstraint rolel rol e2

e Arguments:

— rolel: name of arole (e.g. Lecturer, Student, Professor)
— role2 name of an other role (e.g. Lecturer, Student, Professor)

e Description: definer ol e1 andr ol e2 as statically mutual exclusive.

e Return: Boolean value
rm get SSDRol eConstraints rol e

e Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)

e Description: get a list of all roles that are defined as statically mutual ex
clusive tor ol e (directly or via a role-hierarchy/inheritance).

e Return: Empty string, or list of fully-qualified object names.
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rm unset SSDRol eConstraint rolel rol e2

e Arguments:

— rolel name of arole (e.g. Lecturer, Student, Professor)

— role2 name of an other role (e.g. Lecturer, Student, Professor)

e Description: unset/delete the mutual exclusion constraint betweerothe r
rol el androl e2.

e Return: Boolean value

rm set SSDPer mConstrai nt pernil pern?

e Arguments:

— perml an "operation object" pair representing a permission (e.g.

LT N

“fetch record”, “dispatch form”, “store entry”).

— perm2 an other "operation object" pair representing an other germ

”

sion (e.g. “fetch record”, “dispatch form”, “store entry”)

e Description: define the permissionser i andper n2 as statically mutual
exclusive.

e Return: Boolean value

rm get SSDPer mConst rai nts perm

e Arguments:

— perm: an "operation object"” pair representing a permission (&t:h
record”, “dispatch form”, “store entry”).

e Description: get a list of all permissions that are statically mutual egive
toperm

e Return: Empty string, or list of fully-qualified object names.
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rm unset SSDPer nConstrai nt perml pern®

e Arguments:

— perml an "operation object" pair representing a permission (e.g.
“fetch record”, “dispatch form”, “store entry”).

— perm2 an other "operation object” pair representing an other germ
sion (e.g. “fetch record”, “dispatch form”, “store entry”)

e Description: unset/delete the mutual exclusion constraint betweenghe p
missionsper i andper n2.

e Return: Boolean value

Context Constraints

rmcreateCondition condition

e Arguments:

1]

— condition: the name of a condition (e.g. “myCondition”, “af-

terl1AM”, “onlyOnHost66.218.71.86”, “notBefore200501D1
e Description: create a new condition-objecbndi ti on.

e Return: Boolean value

rm exi st Condi ti on condition

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-
terl1AM”, “onlyOnHost66.218.71.86", “notBefore200501pDbr a
fully-qualified object name.

e Description: check ifcondi ti on exists.

e Return: Boolean value
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rm set Condi ti onLeft Operand cndtn snsrtype ctxfunction ?argunents?

e Arguments:

— cndtn: the name of a condition (e.g. “myCondition”, “after11AM”,
“onlyOnHo0st66.218.71.86", “notBefore20050101").

— snsrtype name of an XoRBAC sensor.
— ctxfunction: a function/method offered bynsrt ype.

— arguments an optional list of parameters passed to the context-
functionct xf uncti on.

e Description: set the left operand afondi ti on.

¢ Return: Boolean value
rm get Condi ti onLeft Operand condition

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-
terl1AM”, “onlyOnHost66.218.71.86", “notBefore200501P1

e Description: get the left operand afondi ti on

e Return: a list of attribute value pairs sénsortype <val ue>
contextfunction <val ue> ?argunents <val ue>?), Or an empty
string if the left operand is not yet specified.

rm set Condi ti onRi ght Oper andAsFuncti on cnd snsrtype ctxfunction ?argunments?

e Arguments:

— cnd: the name of a condition (e.g. “myCondition”, “afterl 1IAM'OH-
lyOnHost66.218.71.86", “notBefore20050101”").

— snsrtype name of an XxoRBAC sensor.

— ctxfunction: a function/method offered byensor t ype.

— arguments an optional list of parameters passed to the context-
functionct xf uncti on.

e Description: set the right operand of conditiemd as function.

e Return; Boolean value
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rm set Condi ti onRi ght Oper andAsConst ant condition val ue

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-

terl1AM”, “onlyOnHo0st66.218.71.86”, “notBefore200501D1

— value a constant value (e.g. a string or an integer value).
e Description: set the right operand @bndi ti on as constant.

e Return: Boolean value

rm get Condi ti onRi ght Operand condi ti on

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-
ter11AM”, “onlyOnHost66.218.71.86", “notBefore200501D1

e Description: get the right operand afondi ti on

e Return: a list of attribute value pairs sénsortype <val ue>
context function <val ue> arguments <val ue> isconstant <0> if
the right operand is defined as function, aatlue <val ue> i sconst ant
<1> if it is defined as constant), or an empty string if the righéx@nd of
condi ti on is not yet specified.

rm set Condi ti onOperat or condition operator

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-
terl1AM”, “onlyOnHost66.218.71.86”, “notBefore200501D1

— operator: one of the following operators; >=, ==, <=, <, !=.
e Description: set the operator farondi ti on.

e Return: Boolean value
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rm get Condi ti onOperator condition

e Arguments:
— condition: the name of a condition (e.g. “myCondition”, “af-
terl11AM”, “onlyOnHost66.218.71.86", “notBefore200501D1
e Description: get the operator defined fobndi t i on.
e Return: one of the following operators:, >=, ==, <= <, !=, 0r an

empty string if the operator is not yet specified.
rm bui | dCondi tionScript condition

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-
terl1AM”, “onlyOnHost66.218.71.86”, “notBefore200501P1

e Description: build the condition script otondi ti on (note that the left-
operand, operator, and right-operand must be defined priowitding the
condition script).

e Return: Boolean value
rm get Condi ti onLi st

e Arguments: -
e Description: get a list of all condition-objects aggregatedrioy

e Return: Empty string, or list of fully-qualified object names.
rm del eteCondition condition

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-

terl1AM”, “onlyOnHost66.218.71.86”, “notBefore200501P1

e Description: delete the condition-objeebndi ti on and unlinkcondi ti on
from all context constraints.

e Return: Boolean value
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rm cr eat eCont ext Constrai nt constraint

e Arguments:

— constraint. the name of a context constraint (e.g.
“myConstraint”, “afterl1AMandBefore8PM”, “onlyOn-
Host66.218.71.86andNotAfter20050101”, “constrain)14”

e Description: create a new context constraint-objeetst r ai nt .

e Return; Boolean value

rm exi st Cont ext Constrai nt constraint

e Arguments:

— constraint.  the name of a context constraint (e.qg.
“myConstraint”, “afterl1AMandBefore8PM”, “onlyOn-
Host66.218.71.86andNotAfter20050101", “constrain)l4or a
fully-qualified object name.

e Description: check ifconst r ai nt exists.

e Return: Boolean value

rm | inkConditionToCont ext Constrai nt condition constraint

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-
terl1AM”, “onlyOnHo0st66.218.71.86”, “notBefore200501D1

— constraint. the name of a context constraint (e.g.
“myConstraint”, “afterl1AMandBefore8PM”, “onlyOn-
Host66.218.71.86andNotAfter20050101", “constrain)14”

e Description: link condi ti on to context constraintonst r ai nt .

e Return: Boolean value
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rm unl i nkCondi ti onFr onCont ext Constrai nt condition constraint

e Arguments:

— condition: the name of a condition (e.g. “myCondition”, “af-

ter11AM”, “onlyOnHost66.218.71.86", “notBefore200501D1

— constraint. the name of a context constraint (e.qg.
“myConstraint”, “afterl1AMandBefore8PM”, “onlyOn-
Host66.218.71.86andNotAfter20050101", “constrain)14”

e Description: unlink condi ti on from context constraintonst r ai nt .

e Return: Boolean value

rm | inkCont ext Constrai nt ToPerm constraint perm

e Arguments:

— constraint. the name of a context constraint (e.qg.
“myConstraint”, “afterl1AMandBeforeS8PM”, “onlyOn-
Host66.218.71.86andNotAfter20050101”, “constrain)14”

— perm: an "operation object" pair representing a permission (&eteh

”

record”, “dispatch form”, “store entry”).
e Description: link context constraintonst r ai nt to permissiorper m

e Return: Boolean value

rm unl i nkCont ext Const rai nt Fr omPer m constrai nt perm

e Arguments:

— constraint the name of a context constraint (e.g.
“myConstraint”,“after11AMandBefore8PM”, “onlyOn-
Host66.218.71.86andNotAfter20050101”, “constrain)14”

— perm: an "operation object"” pair representing a permission (&t:h
record”, “dispatch form”, “store entry”).

e Description: unlink context constraintonst r ai nt from permissiorper m

e Return: Boolean value
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rm get Cont ext Constr ai nt Li st

e Arguments: -
e Description: get a list of all context constraint-objects aggregatedray

e Return: Empty string, or list of fully-qualified object names.
rm del et eCont ext Constrai nt constraint

e Arguments:

— constraint. the name of a context constraint (e.g.
“myConstraint”, “afterl1AMandBefore8PM”, “onlyOn-
Host66.218.71.86andNotAfter20050101”, “constrain)14”

e Description: delete the context constraint-objeginst r ai nt and unlink
constrai nt from all permissions.

e Return: Boolean value

Review Functions (Introspection)

rm get Al | Rol esDi rect| yAssi gnedToSubj ect subj ect

e Arguments:
— subject name of a subject (e.g. Jane, Smith, jsmith)
e Description: get a list of all roles that are directly assignedtmj ect .

e Return: Empty string, or list of fully-qualified object names.
rmget Al | Rol esTransi tivel yAssi gnedToSubj ect subj ect

e Arguments:
— subject name of a subject (e.g. Jane, Smith, jsmith)

e Description: get a list of all roles that transitively (via a role-
hierarchy/inheritance) assignedstabj ect .

e Return: Empty string, or list of fully-qualified object names.
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rm get Al | Rol esAssi gnedToSubj ect subj ect

Arguments:
— subject name of a subject (e.g. Jane, Smith, jsmith)

Description: get a list of all roles that are directly or transitively viace-
hierarchy assigned tubj ect .

Return: Empty string, or list of fully-qualified object names.

rm get Al | Subj ectsDirect| yOmi ngRol e rol e

Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)
Description: get a list of all subjects that owtrol e directly.

Return: Empty string, or list of fully-qualified object names.

rm get Al | Subj ectsTransitivel yOami ngRol e role

Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)

Description: get a list of all subjects that owrvl e transitively via a role-
hierarchy.

Return: Empty string, or list of fully-qualified object names.

rm get Al | Subj ect sOmi ngRol e rol e

Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)

Description: get a list of all subjects that owrpl e directly or via a role-
hierarchy.

Return: Empty string, or list of fully-qualified object names.

rmget Al |l PernsDirectl yAssi gnedToRol e rol e

Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)
Description: get a list of all permissions that are directly assignedbice.

Return: Empty string, or list of fully-qualified object names.
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rmget Al |l PernsTransitivel yAssi gnedToRol e rol e

e Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)

e Description: get a list of all permissions that are transitively via a fole
hierarchy/inheritance assignedrtal e.

e Return: Empty string, or list of fully-qualified object names.
rm get Al | Per nsAssi gnedToRol e rol e

e Arguments:
— role: name of a role (e.g. Lecturer, Student, Professor)

e Description: get a list of all permissions that are directly or via a role-
hierarchy/inheritance assignedrtal e.

e Return: Empty string, or list of fully-qualified object names.
rm get Al | Rol esDi rect | yOai ngPer m perm

e Arguments:

— perm: an "operation object" pair representing a permission (éetch

record”, “dispatch form”, “store entry”).
e Description: get a list of all roles that owper mdirectly.

e Return: Empty string, or list of fully-qualified object names.
rm get Al | Rol esTransi tivel yOmi ngPerm perm

e Arguments:

— perm: an "operation object" pair representing a permission (&eteh
record”, “dispatch form”, “store entry”).

e Description: get a list of all roles that owmper mtransitively via a role-
hierarchy.

e Return: Empty string, or list of fully-qualified object names.
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rm get Al | Rol esOmi ngPer m perm

e Arguments:

— perm: an "operation object" pair representing a permission (&eteh

"

record”, “dispatch form”, “store entry”).

e Description: get a list of all roles that owmper m directly or via a role-
hierarchy.

e Return: Empty string, or list of fully-qualified object names.
rmget Al | PernmsDi rect| yAssi gnedToSubj ect subj ect

e Arguments:
— subject name of a subject (e.g. Jane, Smith, jsmith)

e Description: get a list of all permissions that are directly assigned to

subj ect .

e Return: Empty string, or list of fully-qualified object names.
rmget All PernmsTransitivel yAssi gnedToSubj ect subj ect

e Arguments:
— subject name of a subject (e.g. Jane, Smith, jsmith)

e Description: get a list of all permissions that are transitively (via g)le
assigned taubj ect .

e Return: Empty string, or list of fully-qualified object names.
rm get Al | Per nsAssi gnedToSubj ect subj ect

e Arguments:
— subject name of a subject (e.g. Jane, Smith, jsmith)

e Description: get a list of all permissions that are directly or via roles as
signed tosubj ect .

e Return: Empty string, or list of fully-qualified object names.
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rm get Al | Subj ectsDi rect | yOami ngPerm perm

e Arguments:

— perm: an "operation object" pair representing a permission (&etch

record”, “dispatch form”, “store entry”).
e Description: get a list of all subjects that directly ovger m

e Return: Empty string, or list of fully-qualified object names.
rm get Al | Subj ect sTransi ti vel yOwmi ngPerm perm

e Arguments:

— perm: an "operation object" pair representing a permission (&etch
record”, “dispatch form”, “store entry”).

e Description: get a list of all subjects that transitively (via roles) opgr m

e Return: Empty string, or list of fully-qualified object names.
rm get Al | Subj ect sOmni ngPer m perm

e Arguments:

— perm: an "operation object" pair representing a permission (&eteh

record”, “dispatch form”, “store entry”).
e Description: get a list of all subjects that - directly or via roles - opgr m

e Return: Empty string, or list of fully-qualified object names.

rm get Al | Per msLi nkedToCont ext Constrai nt constr ai nt

e Arguments:
— constraint; the name of a context con-
straint (e.0. “afterl1AMandBefore8PM”, “onlyOn-

Host66.218.71.86andNotAfter20050101”, “constrain)14”

e Description: get a list of all permissions linked to context constraint

constraint.

e Return: Empty string, or list of fully-qualified object names.
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rm get Al | Cont ext Constrai ntsLi nkedToConditi on condition

e Arguments:

— condition: the name of a condition (e.g. “afterl11AM”, “onlyOn-
Host66.218.71.86", “notBefore20050101").

e Description: get a list of all context constraints linked to condition

condi ti on.

e Return: Empty string, or list of fully-qualified object names.

rm get Al | Condi ti onsLi nkedToCont ext Constrai nt constraint

e Arguments:
— constraint; the name of a context con-
straint (e.q. “afterl1AMandBefore8PM”, “onlyOn-

Host66.218.71.86andNotAfter20050101", “constrain14”

e Description: get a list of all conditions linked to context constraint

constraint.

e Return: Empty string, or list of fully-qualified object names.

rmget Al | PernsTransitivel yLi nkedToCondi ti on condition

e Arguments:

— condition: the name of a condition (e.g. “afterl1AM”, “onlyOn-
Host66.218.71.86", “notBefore20050101").

e Description: get all permissions that are transitively (via a context-con
straint) linked tacondi ti on.

e Return: Empty string, or list of fully-qualified object names.
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Access Control Function

rm checkAccess subj ect operation object

e Arguments:

— subject name of a subject (e.g. Jane, Smith, jsmith)

— operation: name of an operation (e.g. fetch, dispatch, debit, read,
write)

— object name of an object (e.g. account, database, file, docunmamgtl,
diary)

e Description: decide ifsubj ect (according to its roles/permissions) is al-
lowed to perform the actioper at i on Onobj ect .

e Return: Boolean value

Serialization

rmexportRDF file

e Arguments:
— file: a valid file name.

e Description: export/serialize mintofi | e including the information about
all roles, permissions, subjects, conditions, contexstramts, and assign-
ment relations (using an RDF-XML-serialization syntax).

e Return: Empty string
rminmportRDF file

e Arguments:
— file: a valid file name.

e Description: import an xoRBAC policy rule set consisting of roles, per-
missions, subjects, conditions, context constraints, asgignment rela-
tions fromfile (using the RDF-XML-serialization syntax produced by
expor t RDF).

e Return; Boolean value
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GUI

rmstart GU

e Arguments: -
e Description: start the xoRBAC Administration GUI (requires Tk 8.3).
e Return: Empty string
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